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4 abstrakt

Abstrakt

Niniejsza dysertacja analizuje zaleznodci miedzy réznymi miarami informa-
¢ji kwantowej, aby wzmocnié¢ teoretyczne podstawy kryptografii kwantowe;j.
Analizujac konkretne protokoly, wskazuje, opisuje i rozszerza metody certy-
fikacji zar6wno bezpieczenstwa, jak i jakosci generowanych danych. Przed-
stawione zostaly szczegdlowe opisy implementacji, ktére wykorzystuja za-
awansowane techniki programowania nieliniowego i po6lokreslonego (ang.
semidefinite programming, SDP). Zaprezentowane zostaly réwniez anali-
tyczne rozwazania na temat tych zagadnien.

Rozdzial 1 zawiera zwiezly przeglad fundamentalnych zasad teorii in-
formacji kwantowej. Rozdzial 2 wprowadza w dziedzine kryptografii kwan-
towej, szczegdlowo omawiajac koncepcje kwantowej dystrybucji klucza, mod-
elu bezpieczenstwa niezaleznego od konstrukeji urzadzenia (DI) oraz teore-
tyczne podstawy losowoéci kwantowej. Rozdzial 3 bada ramy kwantowego
Darwinizmu (QD), teorii wyjasniajacej wylonienie si¢ $wiata klasycznego z
kwantowej rzeczywistosci poprzez proces doboru naturalnego indukowanego
przez érodowisko. W rozdziale 4 przedstawione zostaly wczesniej nieopub-
likowane wyniki dotyczace analizy bezpieczenstwa kwantowej dystrybucji w
kontekscie kwantowego darwinizmu. Rozdzial 5 szczegétowo opisuje ustale-
nia dotyczace certyfikacji losowosci opartej na splataniu z wykorzystaniem
entropii Shannona. Wyniki te obejmujg certyfikacje nieréwnosci Bella w
kontekscie generowania losowosci, a takze szeroko zakrojone poszukiwa-
nia optymalnych protokoléw certyfikacji. Wreszcie, rozdzial 6 analizuje
zwigzek miedzy nielokalnoscig Bella a dyskordem kwantowym, ustanaw-
iajac rowniez numeryczna korelacje miedzy wartoécia tamania Bella dla
réznych nieréwnosci Bella a dyskordem.
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Abstract

This study investigates the relationships between various quantum informa-
tion measures to strengthen the theoretical foundations of quantum cryptog-
raphy. By analyzing specific protocols, we indicate, describe, and expand
benchmarks for certifying both the security and the quality of the produced
data. We provide a detailed description of our implementations, which uti-
lize advanced non-linear and semidefinite programming (SDP) techniques.
We also present analytical considerations on these issues.

Chapter 1 provides a concise overview of the fundamental principles of
quantum information theory. Chapter 2 introduces the field of quantum
cryptography, detailing the concepts of quantum key distribution (QKD),
device-independence (DI), and the theoretical foundations of quantum-based
randomness. Chapter 3 explores the framework of quantum Darwinism
(QD), a theory that explains the emergence of the classical world from
the quantum realm through a process of environment-induced natural se-
lection. In Chapter 4, we present our pioneering results regarding QKD
security analysis within the context of QD. Chapter 5 details our findings
on entanglement-based randomness certification using Shannon entropy.
These results encompass certification for Bell inequalities in the context
of randomness generation, alongside an extensive search for optimal cer-
tification protocols. Finally, Chapter 6 analyzes the relationship between
Bell non-locality and quantum discord, establishing a numerical correlation
between Bell violation for different Bell inequalities and discord.
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notation

Notation

set of real numbers

set of complex numbers

Hilbert space

single upper-case letters denote matrices

calligraphic upper-case letters denote sets of probability dis-
tributions or Hilbert spaces

density matrix

unitary operator acting on subspace X

measurement operator (observable) with a measurement set-
ting z, used by party p

projective measurement operator (projector) with a measure-
ment setting x, onto the eigenspace with eigenvalue (mea-
surement result) m, used by party p

projective measurement operator (projector) acting on a sub-
space X, for measurement result m

Bell operator

Werner white noise level

operator interaction noise level (the level of interaction)
probability

decoherence factor

moment matrix

conditional probability

probability distribution

set of all probability distributions

set of all local probability distributions

set of all quantum probability distributions

set of all no-signalling probability distributions

Bell expression

value of the Bell expression
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1B
B0
1B,
B < B

~>

=5

notation

classical/local bound of the Bell expression

quantum bound of the Bell expression

value of the Bell expression for a noisy quantum state

Bell inequality

a subspace of a Hilbert space that corresponds to the quan-
tum system in decoherence

a subspace of a Hilbert space that corresponds to the appa-
ratus in decoherence

a subspace of a Hilbert space that corresponds to the envi-
ronment in decoherence

state vector in a Hilbert space

linear functional in a dual space H*

expectation value of an operator A
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Acronyms

AEP asymptotic equipartition property
BQP bounded-error quantum polynomial time
DI device-independent

ECC Elliptic Curve Cryptography

i.i.d. independent and identically distributed
LP linear programming

NLP non-linear programming

NP nondeterministic polynomial time

NPA Navascués-Pironio-Acin hierarchy
OTP one-time pad

POVM positive-operator valued measure
PQC post-quantum cryptography

PRNG pseudorandom number generation
QBER quantum bit error rate

QCI quantum communication infrastructure
QD quantum darwinism

QKD quantum key distrbution

QRNG quantum random number generation



12 acronyms

SDP semidefinite programming

SQP Sequential Quadratic Programming

BB84 Bennett-Brassard 1984 quantum key distrbution protocol
E91 Ekert 1991 quantum key distrbution protocol

CHSH Clauser—Horne-Shimony—Holt Bell inequality

BCn Braunstein-Caves chain Bell inequalities
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Preface

In the realm of quantum information, we often find ourselves caught be-
tween the ethereal beauty of Hilbert space and the uncompromising de-
mands of real-world security. While classical cryptography relies on the pre-
sumed difficulty of mathematical problems, quantum cryptography grounds
its guarantees in the very fabric of physical reality — the uncertainty of a
measurement, the fragility of a state, and the monogamy of entanglement.
However, the transition from these abstract principles to a verifiable, secure
communication channel requires more than just physical laws — it requires
a rigorous way to quantify the quantum data in a way that is comparable
with other forms. This thesis is born from the pursuit of that.

The task of this work is the formulation of the models of quantum
phenomena utilized in the framework of quantum cryptography, and based
on the methodological analysis and numerical representation, investigate
the relations between different measures of quantum correlations and the
impact of these relations on the safety of the quantum key distribution
(QKD) and the extractability of random data.

The interest in quantum-based technology and its practical implemen-
tations is the subject of ongoing scrutiny. The interest is crystallized in
massive infrastructure projects like the European Union EuroQCI (quan-
tum communication infrastructure) [59], which is now moving into its oper-
ational phase. This pan-European initiative utilizes a hybrid architecture
of terrestrial fiber [168, 145] and the newly built Eagle-1 [60] satellite to
establish a sovereign, tamper-proof backbone for government communica-
tions. Similarly, China has expanded its integrated space-to-ground net-
work, utilizing the Micius satellite and the 2000 km Beijing-Shanghai fiber
backbone to achieve unconditional security across its financial and admin-
istrative sectors [30, 33].

Corporate programs have mirrored this momentum, transitioning from
pilot studies to full-scale infrastructure integration. Leading telecommu-
nications firms, such as Toshiba and KDDI, recently demonstrated the
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first world-scale QKD multiplexing, allowing quantum keys to share ex-
isting commercial fiber alongside 33.4 Thps of classical data [177, 162]. In
2025, Spanish firm LuxQuanta commercialized its NOVA LQ system, a
Continuous-Variable QKD solution designed to co-exist with classical data
on existing metropolitan fiber without requiring dedicated infrastructure
[176]. Similarly, Polish company Creotech Instruments launched its pro-
prietary QKD transmitter and receiver modules, specifically targeting the
high-security needs of the defense and public administration sectors within
the EuroQCI framework [42].

With these developments, the analysis of theoretical quantum informa-
tion theory might be viewed as significantly removed from practical applica-
tions and therefore less important. However, many potential aspects of the
security of quantum information remain unknown, even on the theoretical
level, and with the advent of the quantum hacking community (which uti-
lizes the recent experimental advancements to eavesdrop on different quan-
tum cryptography methods), it is important to investigate the potential
theoretical threats and chances.

The work is organized as follows. The first part of this thesis establishes
the necessary rigor for navigating the quantum information landscape. Be-
ginning with the essential mathematical formalism of Hilbert spaces and
information measures, Chapter 1 provides the conceptual scope needed to
describe the behavior of quantum systems. Furthermore, in Chapter 2, we
introduce the basic concepts of quantum cryptography, including quantum
key distribution, and the methods that allow for the generation of verifiable
randomness.

Chapter 3 presents the framework of quantum Darwinism. Here, the
environment is reimagined not merely as a source of decoherence but as an
active witness. This theoretical introduction serves as the catalyst for the
original research presented in Chapter 4, which investigates the security
implications of this process. By modeling the measurement process of the
BB84 protocol through a generalized layered environment model, we quan-
tify how information potentially leaks into the surroundings. This analysis
specifically evaluates the vulnerability of cryptographic keys to side-channel
attacks.

Chapter 5 introduces a novel randomness certification framework that
utilizes the NPA hierarchy to establish rigorous bounds on probability distri-
butions and their linear combinations. These bounds serve as fundamental
constraints for a non-linear optimization process that determines the Shan-
non entropy and facilitates the certification of quantum correlations. The
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methodology involves a comparative analysis of four distinct families of Bell
inequalities, specifically the CHSH [36], Braunstein-Caves family of chain
inequalities [24], I, [116], and Wooltorton-Brown-Colbeck [194], to iden-
tify optimal certificates for maintaining QRNG robustness across varying
noise thresholds. The work encompasses the derivation of analytical forms
for Shannon entropy under NPA constraints and the implementation of a
computationally efficient lower bound that bypasses intensive optimization.
Furthermore, the study scales these techniques to three-outcome scenarios
for qudit applications and employs a high-throughput quantitative frame-
work to evaluate over 500 thousand Bell expressions. Finally, the research
investigates the self-testing properties of selected certificates.

Finally, Chapter 6 delves into the nuanced relationship between different
ways of quantifying the quantumness of a correlation. Through a novel
numerical framework, we investigate the interplay between Bell non-locality
and quantum discord. Although quantum discord describes the weakest
forms of quantum correlations, persisting even in the complete absence of
entanglement, it can still be effectively harnessed as a bipartite resource for
secure quantum cryptography [138].

The discerning reader will note that this thesis touches many different
aspects of quantum theory, including, e.g., the mathematical background
for the description of quantum states and correlations, or practical quan-
tum cryptography. This thesis was written in a way that can be useful
for a person with general computer science knowledge to familiarize them-
selves with the basics of quantum information theory. We also assume some
knowledge of the basics of linear algebra.

This work contains the results of the following publications:

1. Robert Okuta and Piotr Mironowicz. How decoherence affects the
security of BB84 quantum key distribution protocol. Quantum In-
formation Processing, 24(2), February 2025. ISSN 1573-1332. doi:
10.1007/s11128-025-04650-8 [129];

2. Robert Okuta and Piotr Mironowicz. Device-independent Shannon
entropy certification. New Journal of Physics, 27(11):114519, Novem-
ber 2025. ISSN 1367-2630. doi: 10.1088,/1367-2630,/ac20b2 [130];

3. Robert Okula and Piotr Mironowicz. Extensive search of Shan-
non entropy-based randomness certification protocols, 2025. arXiv:
2511.22771 [131].

Additionally, Chapter 6 contains the results that have not been published
previously.
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Chapter 1

Introduction

This chapter establishes the theoretical preliminaries essential for a compre-
hensive understanding of quantum communication. The discussion begins
by outlining the relevant mathematical formalism, followed by an introduc-
tion to the fundamental principles of quantum information theory. Finally,
the chapter defines and analyzes the specific measures of information uti-
lized in quantum protocols.

1.1 The formalism of quantum theory

This section establishes the formal mathematical and conceptual founda-
tions of quantum theory required for the subsequent analysis. We begin by
defining the structure of Hilbert spaces and the associated operator algebra
that governs quantum states. Building upon this framework, we examine
the mechanics of quantum measurement. The section concludes with an
overview of multipartite probability distributions, providing the necessary
notation to describe correlations in composite systems.

1.1.1 Hilbert space and states

The state of a quantum system is formally defined as a unit vector |)
within a separable complex Hilbert space . The Hilbert space is defined as
a vector space over a field F (typically C for quantum mechanics) equipped
with an inner product (-,-) : H x H — F that satisfies conjugate symmetry,
linearity in the first argument, and positive-definiteness. This inner product
induces a norm ||z|| = y/(z, x) and a subsequent metric d(z,y) = ||[z—y|. A
defining technical property is that (#,d) must be complete, meaning every
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Cauchy sequence {x,,}°° ; satisfying limy, ,—o0 |2, — Zm|| = 0 converges
to some x € H. Furthermore, the inner product must satisfy the Cauchy-
Schwarz inequality, |(x,y)| < ||z|||y]|-

In infinite-dimensional settings, Hilbert spaces are often characterized
by their separability, implying the existence of a countable orthonormal
basis {e,}?2,. For any z € H, the Parseval’s Identity holds, |z||* =
S22 [, ex)|?, which generalizes the Pythagorean theorem to infinite di-
mensions.

Dirac’s bra-ket notation provides a robust algebraic framework for quan-
tum mechanics by representing state vectors as kets (| 1)) in a Hilbert space
H and their corresponding continuous linear functionals as bras ({(¢ |) in the
dual space ‘H*. This notation abstracts the complex vector operations into
a symbolic calculus where the inner product is represented by the bra-ket
(p|v), satisfying the property (p|v) = (¢]1)*. Key to this formalism is
linearity in the ket, |ay) + bp) = a|)) + b| @), and anti-linearity in the
bra, (ay) + bp| = a*(¢| + b*(¢|. Furthermore, the notation seamlessly
handles outer products | 9){(¢ |, which define linear operators acting on the
space, and the expectation value of an operator A, expressed compactly
as (¢ |A]y) = <A>¢ If A has a complete set of eigenvectors | ¢;), with
cigenvalues \;, so that A = 37, Ag| ¢:) (¢ |, then (A )y, = 32 Nl (]é)|?. Ad-
ditionally, the infinity norm, or spectral norm, of an operator A measures
the maximum extent to which the operator scales the magnitude of a vec-
tor, formally defined as the supremum of the ratio between the Fuclidean

norm of the mapped vector and that of the original non-zero vector, given

. IAL9)]
by (| Allsc = sup| )20 Tran, -

In a more rigorous statistical framework, the state of a quantum sys-
tem is represented by a density operator p, a linear, self-adjoint operator
acting on the Hilbert space H that satisfies the requirements of positiv-
ity (p > 0) and a unit trace (Tr(p) = 1). This representation provides a
unified framework for mixed states arising from either classical statistical
ensembles (where the specific state preparation is unknown) or quantum
entanglement, where the state of a local subsystem cannot be purified with-
out considering its correlations to a larger Hilbert space. While a pure state
can be represented as a rank-1 projection operator p = |1)(¢ | satisfying
the idempotency condition p? = p, a mixed state must be expressed as a
convex combination p = >, p;| ¥)(v; |, where p; are classical probabilities.
The transition from pure to mixed states is quantified by the purity Tr(p?),
which is strictly less than unity for mixed states and exactly one for pure
states. The infinity norm of a density operator reduces exactly to its largest
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eigenvalue, ||pllco = sup yjyp)=1(¥lplt) = max; A;.

We call a composite quantum state independent and identically dis-
tributed (i.i.d.) if the n-partite system is the tensor product of identical,
uncorrelated subsystems:

P =pR--- @ p,

where independent means there is no entanglement or classical correlation
between subsystems, and identically distributed means every subsystem is
described by the exact same state p.

The density matrix serves as the primary tool for the partial trace oper-
ation, p4 = Trp(pap), which maps a bipartite state in the tensor product
space H4 ® Hp to a reduced density operator for subsystem A. This oper-
ation is fundamental to the study of decoherence, as it effectively averages
out the environmental degrees of freedom, causing the decay of off-diagonal
elements in the basis of the observable, as explained later in Section 3.3.

1.1.2 Measurement

To characterize the physical outcomes of an observation, we introduce an op-
erator called an observable, acting on the state space of a quantum system,
representing a physical property that can be measured, such as position,
momentum, or spin. To be precise, physical observables are represented
by linear, self-adjoint (Hermitian) operators M : D(M) — H, where the
domain D(M) is dense in H. According to the Spectral Theorem, these op-
erators admit a spectral decomposition, allowing any state to be resolved
into an orthonormal basis of eigenvectors corresponding to real-valued eigen-
values.

Projective measurements represent a common special case of the general
measurement postulate. A projective measurement is defined by an observ-
able M. This observable has a spectral decomposition M = ) mll,,,
where 11, is a projector onto the eigenspace of M with eigenvalue m. The
possible outcomes of the measurement correspond to these eigenvalues m.
If the state of the system is | 1) immediately before the measurement, the
probability of obtaining result m is given by p(m) = (¢ |II,,] ¢). Projective
measurements are characterized by the fact that they are idempotent, which
is characterized by the fact that for the projector II,,, we have I1,,11L,,, = IL,,.
A complete set of orthogonal projectors {II,, },, must satisfy the complete-
ness relation ) 1I,, = I to ensure the sum of probabilities for all possible
outcomes equals one. The only possible eigenvalues for a projector are 0
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and 1; an eigenvector | 1)) is either in the projected subspace (II,,,| ¢) = | )
or orthogonal to it (I, ¢) = 0).

A measurement is conducted in a basis {|i)}; when a projective mea-
surement is performed, where the measurement operators are the projec-
tors II; = | 4)(i| onto the orthonormal basis vectors of the system’s Hilbert
space. Operationally, this means that for any arbitrary input state | ), the
system is first resolved into a linear combination of these basis elements,
|1) = >, a;|i), where the complex amplitudes are determined by the in-

ner product «; = (i]1p). The computational basis of a Hilbert space of
dimension d is denoted by |0),...,|d — 1), where
T

i) =10...010...0
—— ——

The following vectors define a Hadamard basis for a two-dimensional sys-
tem:

V2 V2

[+ =510 +[1), [-)=-(0)~]1).

The Hadamard basis is mutually unbiased with the d = 2 computational
basis, which means that a system prepared in an eigenstate of one basis
yields a completely uniform distribution of results if measured in the other.
Mathematically, this implies that for a Hilbert space of dimension d, the
probability of obtaining any specific outcome m is exactly 1/d.

A generalization of quantum measurement is called a Positive Operator-
Valued Measure (POVM). While standard projective measurements require
that the measurement operators be orthogonal projectors, a POVM is de-
fined more broadly by a set of positive operators { Ey,},, that satisfy the
completeness relation ) |, E,, = 1. They are essential in quantum informa-
tion theory for tasks such as distinguishing non-orthogonal quantum states,
where they can provide a higher probability of success than is possible with
restricted projective measurements. The probability of obtaining a particu-
lar outcome m when the system is in the state is given by the same formulas
as for projective measurements.

In this thesis, we use II};" to describe projectors on results m for mea-
surement settings x, and p denotes the party that uses a given operator.
Similarly, MP* denotes an observable for a party p and setting z.
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1.2 Quantum information

In 1964, John Bell [18] established that the predictions of quantum me-
chanics cannot be reconciled with local hidden-variable theories, which had
been famously advocated in the context of the Einstein-Podolsky-Rosen
paradox [56]. He demonstrated that the correlations exhibited by entan-
gled systems surpass the maximum limits achievable by any local realistic
framework. This result effectively ruled out the possibility that quantum
statistical distributions arise from a deeper, deterministic classical layer,
instead highlighting the fundamental nature of quantum indeterminacy.

Building upon the foundational shift initiated by Bell’s theorem, the
field of quantum information treats the unique properties of quantum states
as physical resources, which can be used as a means for acquisition, trans-
mission, and processing of data in a completely different way. This topic
at large covers many separate issues, like quantum algorithms [163, 167],
quantum error correction [29, 2], quantum machine learning [21, 47], just
to name a few. It also includes the topic of quantum cryptography, which
is covered separately in Chapter 2. In this section, we introduce the elemen-
tary concepts for quantum information theory, including the Bell theorem
and the division between classical and quantum.

1.2.1 Bell operators and inequalities

In the Bell’s theorem, a scenario is considered in which two independent
and spatially separated parties, Alice and Bob, together with a third en-
tity acting as a referee, are involved. The referee distributes an entan-
gled quantum state to Alice and Bob in the form of a bipartite entangled
system, such as a pair of polarization-entangled photons, with one parti-
cle sent to each party. Upon receiving their respective subsystems, Alice
and Bob perform local measurements, randomly selecting from a set of ob-
servables: {M%0 M%1 .} for Alice and {M10 ML ..} for Bob. For
instance, when considering binary observables, they are in the form of
MPe = TI8" — TI" = 2I1%" — 1. A linear combination of the expected
values for these measurements is considered: [36]:

B = (C(0,0)) + (C(0,1)) + (C(1,0)) — (C(1,1)). (1.1)
where C'(x,y) is a correlation operator:

C(x,y) = M @ MY
0zl 0, 1,
= 4%ty — 2m%® — 21y 4 1,
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x and y stand for the measurement settings, Alice’s projector on results
+1 (—1) is denoted as I15" (I1%"), and analogously for Bob IT}¥ (IT*Y). If
the measured properties of the objects exist independently of observation
(which we call realism) and if the choice of the observable by one party
cannot influence the results of the other (which we call locality), the upper
bound of (1.1) is 2. This limit is referred to as the classical (or local)
bound. The expression in the form of (1.1) is commonly called CHSH and
is a member of a group that we call Bell expressions.

To derive the maximum value of the CHSH expression for entangled
states, we rewrite the (1.1) as B = (G), where Gogsy = M%° @ (MY +
MY+ MOt @ (MY — M), By squaring this operator and utilizing the
property of Hermitian observables — (M%%)? = (M")? = 1 and that Alice’s
and Bob’s operators commute, the expression simplifies to:

Gemsm = 41 — [MO0, MOY[MM0, M b1 (1.3)

In classical mechanics, these commutators are zero, bounding the expecta-
tion value |B|; = [(Gonsu)|c at 2. By selecting anti-commuting observ-
ables, such as the Pauli matrices o, and o, the squared operator reaches
|G& ysull = 4+ 4 = 8, yielding the Tsirelson’s bound of |Beusu|o =
(Gensu)lo = V8 = 2v/2. If a Bell expression yields a value exceeding
its classical bound, the state is at least partially entangled. Furthermore,
while the violation of a Bell inequality quantifies the system’s non-classical
behavior, it should not be conflated with a strict measure of the state’s en-
tanglement. When the expression reaches its Tsirelson’s bound, the state
is maximally entangled.

Since the derivation of the CHSH expression, a plethora of other Bell
expressions have been formulated [24, 102, 194, 186], e.g., for detection
of states that are partially separable [69, 158, 179] or using the property
of Frank-Wolfe algorithms for constructing Bell inequalities with a high
resistance to noise [50, 52, 25]. The general form of the Bell operator can
be represented as:

GABXY) =333 3 ausey (Hgﬂf ® H;’y> L (14)
acAbeB xeX yeY

where oy p ., € R are coefficients that define the specific Bell expression.
Bell inequality is thus defined as:

YD DD b (T O TLY)| < B, (1.5)

a€AbeEB reX yeY
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where [B| is the local bound. When the value of the Bell expression
(sometimes called a Bell value) exceeds its local bound (|®B|; < [(G)| <
IB|o), we call it a Bell violation.

1.2.2 Classical and quantum probability distributions

Let us again consider a bipartite scenario with two independent and spa-
tially separated parties, with a referee distributing two quantum objects
(for example photons, entangled or not) to Alice and Bob. Upon receiv-
ing their respective subsystems, parties perform their measurements, with
settings * € X and y € Y with results a € A and b € B (for Alice
and Bob respectively). X # @ and Y # & are finite sets of all possi-
ble measurement settings and A # @ and B # & are finite sets of all
possible measurement results. The joint probability of outcomes a,b for
settings x,y we denote as P(a,b|x,y). Probability of Alice receiving the
outcome a we denote as P(alz,y) = > ;.5 P(a,b|z,y) and for Bob analo-
gously P(b|lz,y) = > ,c4 Pla,blz,y).

We want to characterize the probability distributions that describe the
quantum correlations and quantum measurements. For that, let us consider
the set of probability distributions:

P(A, B|X,Y) c RIABHXINE (1.6)

where a single distribution B(4, B|X,Y) = {P(a,b|z,y)}acabeBrex yecy
gives the complete characterization of the behaviour of the joint state of
two quantum objects. First, let us define the classical description of a state
[114]:

Definition 1.2.1. The probability distribution B(A4, B|X,Y) is called a
classical or local probability distribution iff there exists conditional proba-
bility distributions B(A), P(A| X, A), B(B|Y, A), satisfying:

P(a,b|z,y) ZP P(a|z, A) - P(bly, A) (1.7)

where the distribution B(A) describes the probability of the state being in
one of the internal states A\ € A before any measurement takes place and
distributions P(A|X, A), B(B|Y, A) describes the probability of obtaining
the results from sets A and B, given the separate measurement settings and
initial (potentially shared) state .
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We denote the set of all local distributions as £. In the local scenario,
the devices could have been initially connected and in a shared state. How-
ever, as the two parties are performing their measurements in a spatially
separated situation (in which they are not able to share the information
about their measurement settings), the results of these measurements are
independent, not influenced by the other party’s actions.

Subsequently, we want to define the set of probability distributions that
correspond to the quantum relations between objects:

Definition 1.2.2. A bipartite probability distribution B = {P(a,b|z,y)}
is said to be quantum if there exists a complex Hilbert space H, a density
operator p acting on H, and sets of local projectors {HS””}G and {Hé’y}b
such that the following conditions are satisfied:

1. the sets of projectors {I1y*}, and {II,"¥}; are orthogonal;

2. to ensure that Alice and Bob’s measurements are locally independent
and spatially separated, their respective operators must commute:

Va,b,z,y [Hg’x,ﬂi’y] =0.

The probabilities are then obtained via the trace of the product of the state
and the measurement operators:

P(a,blz,y) = Tr(p(I1%* @ I1,Y)). (1.8)

The set of all quantum probability distributions we denote as Q. If we
analyze the course of a quantum process using just the probability distribu-
tion that it generates, we call this distribution a quantum behavior. This,
however, does not exhaust the scope of all possible correlations described
by the relevant probability distributions. The quantum correlations can be
further generalized to account only for the fact that the physical system
must be consistent with special relativity, specifically prohibiting faster-
than-light communication.

Definition 1.2.3. A bipartite distribution PB(A, B|X,Y) belongs to the
set of no-signaling correlations if it satisfies the following two sets of linear

constraints for alla € A,be B,x € X,y € Y:

Vz, ' € X Z P(a,blz,y) = Z P(a,bl2’,y),

acA a€A

Vy,y €Y ZP(a,b|x,y) = ZP(a,b\x,y').
beB beB

(1.9)
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The set of all no-signaling probability distributions is denoted as N'. We
visualize the relationship between different sets of correlation (local, quan-
tum and no-signalling) in Figure 1.1. The set of quantum correlations is
a strict subset of the no-signaling set (£ C @ C N). This means there
exist mathematically consistent no-signaling distributions that cannot be
realized by any quantum state or measurement, the most famous being the
Popescu-Rohrlich (PR) Box [15]. It is an extremal no-signaling correlation
that demonstrates a maximum no-signaling violation of the CHSH inequal-
ity. Defined by the probability distribution B(a,b|z,y) = 16.mbey (Where
J is the Kronecker delta) it ensures that the outputs are correlated for all
input pairs except (z,y) = (1,1), where they are anti-correlated. While
consistent with the no-signaling principle, a PR box yields a Bell value for
CHSH of %8|y = 4.

PR-Box (4)

ireldqn Bound (2v/2)

Classical Bdund (2)

Q
N

Figure 1.1: The nested hierarchy of bipartite correlation sets. The inner
polytope represents the set of local correlations (£), bounded by linear Bell
inequalities. The intermediate convex set with curved boundaries denotes
the set of quantum correlations (Q), which exceeds the local bound up to
the Tsirelson’s bound. Both are contained within the no-signaling polytope

(N)-

Another interesting perspective on the boundaries of physical correla-
tions is provided by the principle called Information Causality [136]. Al-
ice holds a database of N random bits and Bob attempts to guess the
value of a single bit a;. Alice can send a message of only m classical
bits to Bob, who can also utilize any previously shared no-signalling re-
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sources, such as quantum entanglement or non-local boxes [12]. The au-
thors identify three elementary properties that any consistent measure of
information must satisfy: consistency with mutual information for clas-
sical correlations, a data-processing inequality (local actions cannot in-
crease information), and a chain rule for conditional mutual information
(I(A: B,C) =1I(A:C)+I(A: B|C)). They prove that following these
rules, the total information Bob can gain is bounded by the message size
m:

N
> I(on, Blb=k) <m, (1.10)
k=1

where [ is Bob’s output or guess for the value of the bit Alice holds and b is
the random variable Bob receives, which tells him which specific bit index
he asked to guess. They also demonstrate that this principle is violated
by any theory allowing correlations stronger than the quantum bound by
showing that if the expectation value of the correlation (C(z,y)) exceeds
L (for CHSH), the information gain will eventually exceed the message

V2
limit as the number of bits N increases.

1.3 Measures of information

This section establishes the formal foundations for quantifying information
and correlations in classical and quantum regimes. We begin by defining the
fundamental measures of uncertainty and unpredictability within discrete
probability distributions. The analysis then transitions to the algebraic
framework of density operators, extending these concepts to the statisti-
cal properties of quantum systems. The section concludes by addressing
the informational gap between total and classical correlations in composite
systems.

1.3.1  Shannon entropy

Information entropy quantifies the uncertainty associated with the out-
comes of a stochastic process. Formally introduced by Shannon [160], this
measure established the mathematical bedrock of information theory and
provided the framework necessary for analyzing data compression and re-
liable communication over noisy channels. For a discrete random variable
X taking values in the finite set with distribution X = {x;}1<i<n with
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probability distribution P(X) = {P(z;)}s,ex, the measure is defined as:

n

H(X)= - P(x;)log, P;), (1.11)
=1

where d is the base of the numeral system utilized. Our considerations
concern binary data, so d = 2. This type of entropy describes the average
unpredictability of a certain outcome. In the communication theory, Shan-
non entropy serves as the definitive measure for lossless data compression
and the fundamental limits of information density. According to Shannon’s
source coding theorem, the entropy of a source sets a lower bound on the
average number of bits required to represent a symbol without losing in-
formation [160]. This principle is operationalized in prefix codes, such as
Huffman coding [83], which aim to approach the theoretical limit. Further-
more, Shannon entropy is the cornerstone of channel capacity calculations;
it defines the maximum rate at which information can be transmitted reli-
ably over a noisy medium [41].

Building upon the definition of Shannon entropy for a single variable,
we can extend the framework for entropy measures for multiple random
variables. The joint entropy, denoted as H(X,Y) quantifies the total un-
certainty associated with a pair of discrete random variables following a
joint probability distribution P(z,y):

— > > Plz,y)logy Pla,y). (1.12)

rzeX yeY

This measure captures the combined randomness of the system; if the vari-
ables are independent, the joint entropy is simply the sum of their individ-
ual entropy values, whereas any correlation between them reduces the joint
uncertainty below this sum.

The uncertainty remaining in one variable when the value of another is
known is quantified by the conditional entropy, H(X|Y). It is defined as
the expected value of the entropy of the conditional distributions P(x|y),
averaged over all possible outcomes of Y:

HX|[Y)=> PyHX|Y =y) = Znylogd P(zly).  (1.13)
yey

This leads to the chain rule for entropy: H(X,Y) = H(Y)+H (X Y), which
mirrors the classical probability identity P(z,y) = P(y)P(z y).

The measure of the mutual dependence between the two variables is
known as mutual information, I(X : Y'). Unlike conditional entropy, mutual
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information is symmetric ([(X : Y) = I(Y : X)), and it is defined as the
difference between the marginal entropy and the conditional entropy:

I(X:Y)=H(X) - HX|Y) (1.14)

Mutual information is non-negative and vanishes if and only if X and Y are
fully independent variables. The Shannon limit (or channel capacity, C) is
defined as the maximum possible value of this mutual information, opti-
mized over all possible input probability distributions: C' = maxp(x) (X :
Y). The Noisy-Channel Coding Theorem asserts that as long as the trans-
mission rate R is less than C, there exists a coding scheme that allows the
probability of error to be made arbitrarily small [160]. If R > C, how-
ever, the information loss becomes irreversible, leading to unavoidable data
corruption regardless of the complexity of the error-correction code used.

1.3.2 von Neumann entropy

A different extension of entropy, fundamental to the field of quantum infor-
mation theory, is the von Neumann entropy. It is defined for a quantum
state described by a density matrix p as:

S(p) = —Tr(ploggp) = — > _ Ailogy A (1.15)

This quantity generalizes the classical Shannon entropy within a description
of a quantum system, measuring the degree of uncertainty inherent in a
quantum system, while Shannon entropy captures uncertainty arising from
a lack of knowledge about which state a system is in. For a pure state, where
the system is in a single, well-defined quantum state, the von Neumann
entropy is zero; conversely, it reaches its maximum value for a maximally
mixed state, representing a total lack of information about the system’s
preparation. The joint von Neumann entropy (or the von Neumann entropy
for a bipartite quantum state) is denoted as S(p*#) and the conditional von
Neumann entropy is given by:

S(A|B) = S(p™*?) = S(p"). (1.16)

1.3.3 Min-entropy

Another type of entropy, more often used in the context of randomness
measurement, is called min-entropy. It is defined as:

Hoo(X) = — log,(max(P(:)). (1.17)
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This form of entropy reflects the unpredictability of the most probable
outcome of an event. It is therefore directly linked to the probability of
correctly guessing the value of a variable when an observer (e.g., an eaves-
dropper) guesses the most likely result [165]. In other words, it represents
the minimum possible entropy value (hence the name) and serves as a lower
bound for the Shannon entropy, with both measures coinciding in the case
of a uniform probability distribution.

Additionally, the e-smooth min-entropy, denoted as HS (X ), formalizes
the process of ignoring atypical sequences by maximizing the standard
min-entropy over a set of alternative random variables X’ whose proba-
bility distribution P’ = {P’(z})},cx are close to the actual distribution
P = {P(x;)}z,ex. This proximity is strictly measured using the statistical
distance (total variation distance), defined as

Z |P(x;) — P'(x;)],

xZEX

where X is the common space over which both the random variable X and
the alternative random variable X are defined. Any distribution B’ that
satisfies the condition 6 (B, P’) < e falls within an e-ball around 3, denoted
as PL(P). Consequently, the e-smooth min-entropy is formally defined as
€ _ /
HS (X) X’:Igl’lea‘ﬁ(m) Hoo(X"). (1.18)
Min-entropy is widely used as the metric of the randomness of generated
random numbers in cryptographic applications. Its relevance arises from
the fact that randomness extractors employ min-entropy to characterize
the unpredictability of weak random sources, thereby ensuring that the
extracted output is statistically close to a uniform distribution only when
the source exhibits at least the corresponding amount of entropy. The
conditional min-entropy is given by:

Hoo(X]Y) = —log, (Z P(y) max P( |y)> . (1.19)

The min-entropy of a quantum state, described by a density matrix p
acting on a Hilbert space H, is defined via the infinity norm (or spectral
norm) as

Hoo(p) = —logg [lpllec = —10gg Amax; (1.20)

where Ap,qz is the largest eigenvalue of the density operator p. The quantum
min-entropy naturally lower-bounds the von Neumann entropy, Hpmin(p) <
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S(p). Since \; < A\pax for all ¢, applying the strictly decreasing negative
logarithm gives —log A; > —log Amax. The left side of the inequality can be
multiplied by and summed over all the eigenvalues (which yields the von
Neumann entropy), and the right side evaluates to the min-entropy, leading
to the sequence:

S(p) ==Y _AiloggAi > — 1084 Amax = Humin(p)- (1.21)

Remark on units of information The established inequality holds for any
consistently applied logarithm base d. In the literature, the von Neumann
entropy is often written using the natural logarithm (d = e,In) to yield
nats. In cryptographic contexts, we typically employ the base-2 logarithm
(d = 2) for Shannon and min-entropies to yield bits. Because a change of
base simply rescales the quantities by a positive constant, the underlying
bound is strictly preserved. For formal consistency, this thesis exclusively
utilizes log,, expressing all evaluated entropy measures in bits.

1.3.4 Rényi entropy

While the Shannon and von Neumann entropies provide a foundational
measure of uncertainty and information content, they can be viewed as
specific instances of a much broader family of information measures. The
generalization of the entropy function is called Rényi entropy [151] and is

defined as:
1 «
o log, < E P(z;) ) , (1.22)

where « is the order of Rényi entropy (a € R, # 1). The Shannon entropy
is recovered in the limit as o — 1, while the min-entropy arises in the limit
as a — 00. The quantum Rényi entropy is:

Ha(X) =

Salp) = 1 log, Tr(s"). (1.23)

Analogous to Shannon entropy, the von Neumann entropy arises in the limit
as a — 1.
1.3.5  Quantum discord

Quantum discord has been identified as a fundamental measure of non-
classical correlations that captures the quantum phenomena even in the
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absence of entanglement [133, 75, 203]. Unlike entanglement, which relies
on the non-separability of the density matrix, discord quantifies the dis-
crepancy between total quantum correlations and the classical correlations
accessible through local measurements [120].

To define this measure, let us consider a bipartite quantum system pA5
with subsystems p? and p®. The total correlations between these subsys-
tems are quantified by the quantum mutual information, which is defined
as:

1(p"P) = S(p™) + S(p”) = 5(p™7). (1.24)

While this quantity captures all correlations in the state, an alternative
measure of correlations can be constructed by generalizing the classical
concept of information gain (which is a reduction in uncertainty about A
after knowing B). This quantity, which we denote as

17
T ) oy = S(o*) = S(ARILYY), (1.25)
where {H;’y}b is the complete set of orthogonal projectors on B and

ST, = piS (o) (1.26)

is the conditional entropy of A given the measurement outcome on B, rep-
resenting the information gained about subsystem A as the result of the
measurement. These two quantities, although they are equal for the classi-
cal systems, diverge for the quantum states, due to the invasive nature of
measurement, which irreversibly disturbs the state and destroys the quan-
tum coherence that exists between subsystems. Consequently, the informa-
tion accessible via local measurement J is generally strictly less than the
total correlations I. The quantum discord is thus defined as the minimum
difference between these two quantities over all possible measurements:

D(p"P) = 1(p"P) — e J(p*P). (1.27)
b

In evaluating quantum discord, entropic calculations are typically con-
strained to qubit systems (d = 2) out of strict computational necessity.
Quantifying the classical correlation of a bipartite state requires an opti-
mization over all possible local measurements; for dimensions d > 2, this
optimization is highly non-convex. As established by [82], computing quan-
tum discord for arbitrary bipartite states is inherently NP-complete, with
computational complexity scaling exponentially with the dimension of the
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Hilbert space. Given the intractability of exact analytical and numerical
evaluations for general qudit systems, this thesis restricts all subsequent
calculations of quantum discord to qubits.

The usability of quantum discord lies in its ability to capture quantum
advantages in information processing tasks where entanglement is either
absent or insufficient [169]. It has been identified as the figure of merit for
mixed-state protocols such as remote state preparation [45]. In this task,
separable (non-entangled) states possessing non-zero discord can outper-
form certain entangled states, with the process’s efficiency being bounded
from below by the geometric measure of discord [45]. Similarly, in entan-
glement distribution, the amount of entanglement that can be successfully
transferred between parties is strictly limited by the relative entropy of dis-
cord of the carrier particle [170]. In the transmission of correlations, discord
represents the unavoidable loss of information when a quantum system is
transmitted via classical measurement outcomes; perfect classical transmis-
sion is only possible if the initial state has zero discord [171]. It also serves
as a method for considering quantum correlations for mixed states [26]. It
has been also shown, using quantum discord, that separable states can still
possess a quantum advantage, manifested in protocols such as deterministic
quantum computation with one qubit [46].

1.4 Numerical methods

This section introduces basic concepts related to numerical optimization, as
well as the method that has been strictly utilized in this thesis. We begin by
introducing the fundamental concepts and definitions behind the numerical
optimization process. We introduce the basic non-linear optimization algo-
rithms utilized by various solvers. Furthermore, we introduce the basics be-
hind the semidefinite programming, as well as the Navascués-Pironio-Acin
(NPA) hierarchy, which is the core method used to characterize quantum
correlations.

1.4.1 Non-linear optimization

Optimization is the study of extremal points and values of mathematical
functions. It aims at minimizing (or maximizing) a real-valued function f,
referred to as the objective function, within a given set of points 2 C R",
referred to as the feasible set. A point z € Q is considered an optimal
solution if it yields the best possible value of f according to the criteria
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of the problem. In most engineering and economic contexts, optimization
focuses on minimization, as any maximization problem can be converted
by considering the negative of the objective function, — f.

A fundamental distinction in optimization theory is the classification of
these optimal points based on the scope of their optimality. A local solution
x* is a point that provides the minimum value of f within a small, imme-
diate neighborhood of the feasible space; that is, f(z*) < f(z) for all z in
some neighborhood B(z*,¢) N Q. In contrast, a global solution z** is the
absolute minimum over the entire feasible set 2, satisfying f(z**) < f(x)
for every x € Q. In convex optimization, any local minimum is guaran-
teed to be a global minimum, a property that greatly simplifies the search
for an optimal solution. However, for non-convex functions, an algorithm
may converge to a local minimum, requiring more complex global search
strategies to find the absolute minimum. We say that the optimization
is constrained when the feasible set {2 is strictly constrained, typically by
detailed equations and inequalities (often in the form of a matrix). In an un-
constrained problem, however, the objective function f is minimized over
the entire space R”, meaning there are no restrictions on the values the
decision variables can take.

When the objective function f or any of the constraints defining the
feasible set € exhibit non-linear behavior, we can utilize non-linear pro-
gramming (NLP) for optimization. Formally, an NLP problem involves
search for a vector x € R™ that minimizes f(z) subject to:

0
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where at least one of the functions f, g;, or h; is non-linear. Unlike linear
models, where the search space is a flat-sided polytope, the boundaries of
) in non-linear optimization can be curved or even disconnected. This
complexity introduces significant numerical challenges, as the curvature
of the functions can create multiple local minima, making it difficult for
standard descent-based algorithms to guarantee that a solution will indeed
reach the global minimum z**.

An algorithm is classified as derivative-free if it is aimed to solve an
optimization problem without utilizing the first-order (gradient) or second-
order (Hessian) derivatives of the objective and constraint functions, which
means that these methods rely exclusively on function evaluations f rather
than information from the tangent space or curvature. The utilization of
such methods is required when the function is non-differentiable, discontin-
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uous, or computationally expensive to evaluate, such as in simulation-based
optimization, where an expression for the derivative does not exist.

1.4.2 Solvers

The practical implementation of the optimization theory relies on special-
ized computational tools known as solvers. These software engines execute
numerical algorithms to converge toward an optimal solution iteratively.
The choice of solver is dictated by the problem’s mathematical structure —
depending on the linearity or non-linearity of the objective and constraints,
the convexity of the search space, the differentiability of the functions, the
sparsity and scale of the constraint matrix, the presence of stochastic ele-
ments, among others.

One of the most prominent frameworks for addressing non-linear con-
strained problems is Sequential Quadratic Programming (SQP) [127]. Rather
than relying on simple linear approximations, it systematically replaces the
original non-linear problem with a sequence of localized Quadratic Program-
ming (QP) sub-problems. At each iteration k, the algorithm formulates a
quadratic metamodel representing the system’s curvature, solving for a step
direction dj by minimizing:

1
mdin idTBkaH— Vf(zp)Td (1.28)

subject to the linearized constraints Apd+c(x) < 0, where By, is a symmet-
ric matrix capturing the second-order sensitivity of the system, Ay denotes
the Jacobian matrix of the constraints, and V f is the function gradient.
The solver then repeatedly solves this structured sub-problem and advances
xp+1 = xp +agdy (where oy is the step length ensuring sufficient decrease)
to navigate complex topographies, offering superlinear convergence for con-
tinuous systems, where the variables are interdependent.

When the required derivative matrices Vf or Aj are unavailable or
mathematically undefined, solvers must pivot to derivative-free architec-
tures such as COBYQA [148]. This algorithm bypasses analytical differen-
tiation entirely by constructing a local quadratic metamodel Qg (z) through
multi-dimensional interpolation. The solver maintains a discrete set of sam-
pling points Y = {y1,v2,...,ym} and determines the coefficients of Qx(x)
such that the model matches the actual optimized function evaluations:

Qk(yz) = f(yi)v Vie {17 SRR m} (1'29)
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The search for the next optimal point is confined within a boundary ||z —
zi|| < Ag, known as a trust-region. As the algorithm progresses, it con-
tinuously updates both the trust-region radius Aj and the geometry of
the interpolation set Y to strictly retain the set bounds. Because this
algorithm carefully maintains a well-spaced geometric arrangement of its
sample points, it doesn’t rely on calculating exact local slopes. This makes
it highly reliable for optimizing complex functions, where tiny noise would
normally confuse and break standard gradient-based solvers.

1.4.3 Semidefinite programming

Regarding the topic of linear optimization (linear programming (LP)) and
linear problems, they are formulated as the optimization of a linear objec-
tive function over a feasible set defined by a finite intersection of closed
half-spaces. Formally, the LP seeks a vector x € R" that minimizes the
inner product ¢!z, subject to the affine equality constraints Az = b and
the non-negativity constraint > 0, where ¢ € R" is an objective coefficient
vector (or cost vector), which components define the weights of the decision
variables within the linear objective function being optimized, b € R™, and
A € R™*™ The resulting feasible set, Q@ = {x € R" | Az = b,z > 0}, geo-
metrically constitutes a convex polyhedron. Because the objective function
is purely linear, its gradient is constant, meaning the contour lines of the
objective form parallel hyperplanes. By the Fundamental Theorem of LP
[23], if a bounded optimal solution exists, it is mathematically guaranteed
to lie on at least one vertex of this polyhedral set, allowing algorithms to
isolate the global minimum by either traversing the boundary edges or bi-
secting the interior space. This form of the LP problem definition is called
a primal LP. While the primal LP minimizes the primary operational cost
¢’z over the column space of the decision variables, the corresponding dual
LP maximizes the total implicit value of the bounded resources b’y over
the orthogonal row space by optimizing a vector of dual variables y € R™
that quantify the marginal change in the optimal objective value.

In this respect, semidefinite programming (SDP) [184] represents a strict
algebraic generalization of LP, extending the optimization domain to the
non-polyhedral cone of symmetric positive semidefinite matrices, denoted
as S't. Formally, the standard primal SDP seeks a matrix X € S" to
minimize the trace inner product Tr(C' X ), subject to a set of affine equality
constraints Tr(A;X) = b; for ¢ = 1,...,m, and the generalized matrix
inequality X = 0. Here, C and A; are given symmetric matrices, and
the positive semidefinite condition X > 0 enforces that all eigenvalues of
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X must be non-negative. The standard primal formulation of the SDP
problem is therefore:

min  Tr(CX)
Xesn
subject to Tr(A;X)=10b;, i=1,....,m (1.30)

X = 0.

On the other hand, the dual formulation constructs a strict mathematical
lower bound on the primal objective by optimizing over a multiplier vector
y € R™ and a positive semidefinite slack matrix S € S7, defined as:

max by
yGR’”,SGS"

m (1.31)
subject to Z%‘Az‘ +S5=C, S*=0.
i=1

The values of Tr(CX) and b” -y are called the values of the primal and
dual solution, and they satisfy the relation Tr(CX) > b -y. For C =0 or
b = 0, we seek to verify if any solution, regardless if primal or dual, exists.
We call it a feasibility problem.

The feasible set in an SDP is the intersection of the set of all positive
semidefinite matrices X (a cone) that satisfy a set of linear affine constraints.
This geometric structure allows SDP to natively encode complex non-linear
quadratic constraints into strict linear matrix inequalities, while entirely
preserving the convexity required to guarantee global optimality.

The practical utility of SDP extends across a broad spectrum of en-
gineering and applied mathematics. For example, in combinatorial opti-
mization, SDP relaxations provide mathematically rigorous approximation
algorithms for NP-hard problems, most notably the Goemans-Williamson
algorithm for the Max-Cut problem [71], which famously guarantees a so-
lution within 87.8% of the true global optimum. Furthermore, SDPs have
found critical applications in quantum information theory, as the physical
requirement for quantum states to be represented by positive semidefinite
density matrices perfectly aligns with the core geometry of the semidefinite
cone.

1.4.4 Navascués-Pironio-Acin hierarchy

Introduced in [125, 126], the Navascués-Pironio-Acin (NPA) hierarchy estab-
lishes an infinite, convergent sequence of necessary conditions to character-
ize the set of quantum correlations. To circumvent direct optimization over
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potentially infinite-dimensional Hilbert spaces, the hierarchy constructs a
systematic series of outer approximations to the quantum set. At each dis-
crete level k, the physical constraints are encoded into a moment matrix I,
formulated from the expectation values of measurement operator sequences.
Because quantum mechanics requires any valid physical state to possess a
positive semidefinite density matrix (p > 0), the corresponding moment
matrix must inherently satisfy I' > 0. This algebraic condition allows each
level of the hierarchy to be strictly formulated as an SDP relaxation. As
k — oo, these relaxations asymptotically converge to the exact quantum
set.

While the most general description of a quantum measurement utilizes
Positive Operator-Valued Measures (POVMs), the NPA hierarchy struc-
turally simplifies this requirement by optimizing exclusively over projection
operators; because any POVM can be mathematically dilated into a stan-
dard projective measurement acting on a larger dimensional system without
imposing upper bounds on the dimension of the joint Hilbert space HAQH 5,
this assumption incurs absolutely no loss of physical generality.

Although general quantum measurements are described by POVMs, the
NPA hierarchy is restricted to projective operators without loss of generality.
By Naimark’s dilation theorem, any POVM can be written as Ej, = VI,V
with projectors Il where there exists an ancillary space Hane and an isome-
try V : H — H ® Hane. In the bipartite setting, this corresponds to embed-
ding measurements into enlarged local Hilbert spaces H 4, Hp (absorbing
ancillas). Since the hierarchy allows finite but unbounded dimensions, this
preserves all correlation statistics and leaves Q invariant. Consequently,
the underlying local projection operators, denoted as H?’I and Hjlfy, are
strictly forced to satisfy fundamental algebraic properties mentioned in
Section 1.1.2 and Definition 1.2.2. Because the hierarchy fundamentally
probes spatial correlations across unspecified, finite-but-unbounded dimen-
sions, the shift from POVMs to the projectors alters neither the observable
trace statistics nor the boundary of the quantum correlation set Q.

The hierarchical structure of the method is systematically defined by
the maximum sequence length of the projectors: the first level derives from
the set 71 = {Il,}, the second from T, = {II,II,}, and generally, the
n-th level utilizes the set 7, comprising all products of n projectors. At
any chosen level n, given the constructed set of operator sequences 7T, =
{O1,...,0n} (where each individual element O; is explicitly defined as a
product of measurement projectors, O; = 11,11, .. .1, , with sequence
length m < n) the corresponding moment matrix I'" is defined entry-by-
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entry via the expectation value I'j; = (¢|O}Ok|w). Crucially, this matrix
is algebraically guaranteed to be positive semidefinite (I'" > 0) because,
for any complex vector v € CV, the quadratic form v'I"™v expands to
(Y|VIV]1h), where V = >_;vjO;. Since the inner product of the state V|¢)
with itself is mathematically non-negative, this evaluates to a non-negative
value. This inherent non-negativity enforces the fundamental linear matrix
inequality required by SDP solvers to compute the approximations.

Finally, Q; is the set of probability distributions 3 that admit a posi-
tive semidefinite i-th order moment matrix I'* over operator sequences 7;.
Enforcing quantum projector algebra and exact reproduction of 3 yields a
nested hierarchy Q1 D 92 D --- D Q, where each successive level is mathe-
matically at least as constraining as its predecessor since any lower-level set
Tn—1 can be fully reconstructed via linear combinations of elements within
Tn.

Physical statistics are encoded directly in moment matrices where the
operator product reduces to a joint measurement projector; explicitly, for all
index pairs (i, j) such that OIO]- = HB’””H;*/, whether arising from primitive
generators (e.g., O; = [0, O = Hz’y) or composite monomials (e.g., O; =
1,0, = HS"”H;’Z’), the constraint I';; = P(ablzy) is imposed, thereby fixing
specific entries of I" to observed probabilities and restricting the feasible set
of the associated semidefinite program to moment matrices consistent with
the nonlocal correlations.

Because standard interior-point SDP solvers evaluating moment matrix
I > 0 scale between O(d*) and O(d®), where d is the total number of
elements (operator sequences) contained within your chosen set T;,. The
global time complexity therefore reaches an exponential O(m?") to O(m")
[89, 123], where m represents the total number of elemental, independent
projectors required to fully describe your specific Bell scenario. This causes
severe memory and floating-point limitations [143]. Consequently, while
level 77 is computationally trivial but yields excessively loose bounds, levels
7> and T3 remain tractable only for minimal setups like bipartite CHSH,
and level 73 and above are strictly intractable on standard hardware. To
manage this, intermediate hierarchies, e.g. Ti4ap = T1 U{IL, 11, | II,, €
T1AaHuB € 7%}, which limit higher-order terms to inter-party products,
are used to balance tighter constraints with computational feasibility [84].

The NPA framework is a primary numerical tool for quantifying quan-
tum correlations and randomness, making it essential for device-independent
quantum information processing. For instance, it provides rigorous security
proofs in device-independent quantum key distribution [6, 141], explained



38 introduction

more in Chapter 5. Additionally, NPA is central to self-testing protocols
[174], allowing researchers to certify specific quantum states and measure-
ments based solely on observed input-output statistics.

As an outer convex relaxation of the quantum set, the hierarchy pro-
vides rigorous numerical bounds on quantum behavior rather than exact
analytical solutions. This can be used to obtain, for example, tight lower
bounds for both min-entropy [116] and conditional von Neumann entropy
[94]. It is also the standard method for calculating the Tsirelson bound of
arbitrary Bell inequalities [126]. Finally, its matrix-based formulation eas-
ily adapts to higher-dimensional systems; for models using qutrits or qudits,
the framework simply scales its moment matrices to capture the additional
measurement outcomes.
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Chapter 2

Quantum cryptography

This chapter investigates the application of quantum information principles
to cryptographic security, focusing on two central pillars: the distribution
of secret keys and the generation of certified randomness. We first describe
the framework of quantum key distribution (QKD) for establishing classi-
cal keys, contrasting standard implementation-dependent models with the
device-independent (DI) approach, and reviewing specific protocol architec-
tures. Subsequently, the chapter addresses the critical role of entropy as a
resource, detailing the information-theoretic procedures of randomness ex-
traction, expansion, and amplification required to transform raw quantum
measurement outcomes into uniform and secure random strings.

2.1 Key distribution

The most fundamental goal of cryptography is the establishment of a secure
communication channel between two distant parties, in a way that even if
the eavesdropper knows the encrypted message that is being transferred,
it is impossible for them to know the content. In history, many different
types of basic ciphers have been used. In antiquity, people realized that
to successfully cover the message, a different alphabet, or better yet, the
shifting of the same alphabet, may be a sufficient disturbance. One of the
first ciphers of this type for which we have historical records was used in
the Bible, and it maps the alphabet (or syllabary) with its reverse. It has
been present, for example, in Book of Jeremiah 25:26, where the word for
Babylon has been changed to Sheshach (%33 — Tww) [101]. To decode
this information, the reader has to have information about two details:
what is the procedure that the reader has to use to return to the original
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information (encryption method, in this case, alphabet substitution), and
what the exact input to the method is, which can be changed for every
word. In this case, it is the reversed original alphabet, but it can also be,
e.g., just a partial shift of the original alphabet. We call this information a
cryptographic key.

For most of human history, the cryptographic key could either be a
physical element (like e.g., a rod in a skytale cipher in ancient Sparta or
rotor position in Enigma) or some alphanumeric information that neverthe-
less could not be too complicated, as most encryption methods had to be
calculated manually.

The introduction of modern computing fundamentally shifted the cryp-
tographic landscape. Computational advancements facilitated the rapid
analysis of classical manual encryption techniques (even through exhaus-
tive brute-force attacks), while simultaneously enabling the development of
more complex, computationally intensive encryption methods.

Around the same time, the formalization of information theory [160]
provided a rigorous mathematical framework for the field. This transi-
tion established the precise constraints required for cryptographic security,
centered on the concept of perfect secrecy. Shannon demonstrated that
absolute secrecy is attainable only when the entropy of the key H(K) is
greater than or equal to the entropy of the message H(M). This proof
mathematically validated the One-Time Pad (OTP) as the only provably
unbreakable system, contingent upon the key being truly random, equal in
length to the plaintext, and never reused [161].

Furthermore, this era solidified Kerckhoffs’s principle (or Shannon’s
maxim), which dictates that a system’s security must reside solely in the
secrecy of the key rather than the algorithm itself. Formally, this principle
asserts that one should design cryptographic systems under the assumption
that an adversary will eventually achieve full knowledge of the underlying
method [161].

In modern cryptography, two types of encryption are often distinguished:
symmetric-key and asymmetric-key. Symmetric encryption relies on a sin-
gle shared secret to both lock and unlock data, often offering high-speed
performance ideal for large files, though it suffers from the logistical hurdle
of securely sharing that secret key between parties. In contrast, asym-
metric encryption (or public-key cryptography) utilizes a mathematically
linked pair consisting of a public key for encryption and a private key for
decryption. While this approach is often more computationally demanding,
it eliminates the need for a secure initial exchange, allowing anyone to send
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an encrypted message that only the specific recipient can open.

The security of asymmetric cryptographic primitives is based on one-
way functions (operations that are easy to compute but extremely difficult
to reverse without additional information). These methods are linked to
problems in the NP class: legitimate users can encrypt data and verify the
results quickly, while attackers would need impractical time and resources
to break the ciphertext. In practice, modern asymmetric algorithms rely
on well-studied mathematical problems. The RSA algorithm depends on
the difficulty of integer factorization, specifically recovering prime factors
from a large composite number [152]. Elliptic Curve Cryptography (ECC)
instead uses the elliptic curve discrete logarithm problem, achieving strong
security with smaller key sizes due to the complex algebra of elliptic curves
over finite fields [91]. Another example is ElGamal, which is an asymmetric
scheme derived from the Diffie-Hellman key distribution protocol, based
on the discrete logarithm problem in a cyclic group [58]. It is probabilistic
(achieving semantic security — ciphertext reveals no information about the
initial text), but incurs ciphertext expansion, with its output size two times
longer than the plaintext.

This makes the current and future security of the information in asym-
metric encryption reliant on persistence in the absence of solutions that
could significantly accelerate the algorithms for certain problems. Regard-
less of the final solution for the P # NP conundrum or the increase in
the computational power (which can be omitted for sufficiently long cryp-
tographic keys, it still makes plenty of messages exchanged in the past
vulnerable if their encrypted forms were ever saved), there exist a class
of problems that can be solved in a polynomial time, using a processing
paradigm different from classical computers. One machine that, in princi-
ple, can solve such problems is a quantum computer. We denote this class
of problems by BQP, and since 1995, it has been known that it includes
the factorization problem [163], which is the safety condition for the widely
used RSA protocol.

To mitigate this vulnerability, the cryptographic community has piv-
oted toward post-quantum cryptography (PQC): a class of algorithms de-
signed to remain secure against both classical and quantum adversaries.
PQC primitives are constructed upon mathematical foundations currently
believed to be resistant to quantum speedup; they are not reliant on prob-
lems that are known to be in the BQP class. However, they still do not
present perfect forward secrecy, it is not proven that the problems that
constitute safety conditions for these protocols will not, in the future, be
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vulnerable to other quantum algorithms. In principle, no public-key proto-
col can guarantee that.

The fundamental challenge in symmetric cryptography is the secure ex-
change of a secret key between two spatially separated parties, in the pres-
ence of an adversary. While the OTP method (which is one of the examples
of the symmetric-key method) provides proven information-theoretic secu-
rity, guaranteeing that the ciphertext yields no information regarding the
message, it imposes a strict requirement: the key must be random, used
only once, and have a length at least equal to that of the message. It
rewards us, however, with the security against an eavesdropper that has
unbounded computational power available. Consequently, the security of
the communication reduces entirely to the security of the key distribution
mechanism.

2.1.1 Quantum cryptography with classical keys

Classical methods for key distribution rely on computational complexity
assumptions, such as the hardness of factoring large integers or computing
discrete logarithms (e.g., Diffie-Hellman). These methods are vulnerable to
advances in algorithmic efficiency and, crucially, to the potential emergence
of fault-tolerant quantum computers.

In contrast, QKD offers a solution rooted in the laws of physics. QKD
protocols ensure that any attempt by an eavesdropper to measure or copy
the key carriers introduces detectable disturbances, thereby alerting the
legitimate users to the breach before the key is used for encryption.

2.1.2 Protocols

The BB84 protocol [19], introduced in 1984, remains the foundational
method for QKD. The first party, Alice, generates, using an unbiased ran-
dom number generator, a string of bits. The string corresponds to the bits
that should be transmitted to the second party, Bob, in the key exchange
process. Additionally, for every bit transmitted, Alice should randomly
choose a defined, orthonormal base (computational or Hadamard) and de-
pending on that choice, prepare a qubit that corresponds to the value of
the random transmitted bit (] 0) and | +) often correspond to key bit zero
and |1) and |—) to key bit one). This qubit is subsequently transferred
to Bob using a quantum channel. The transmission can be potentially ma-
nipulated by an eavesdropper or disturbed by the noise. Later on, Bob
randomly picks a measurement basis and performs a measurement. The
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observable corresponds to one of the binary values.

However, the basis he used for the measurement can be different than Al-
ice’s. In this case, the probability distribution for measurement results will
be uniform, and no meaningful information will be obtained. This is caused
by the fact that they use mutually unbiased bases [54]. Strictly speaking,
Bob is choosing his measurement basis y completely independently from Al-
ice’s preparation base x. When he conducts a measurement, he receives the
result according to the conditional probability distribution P(b|z,y), which,
for this protocol, in a noiseless scenario with no eavesdropping, equals:

Pb=alz=y) =1, Pb=alz #y)=Pb=—alx #y)=1/2. (2.1)

This repeats for n qubit transmissions. After this, both parties announce
their basis choices in a form of strings x,, and y,,, they compare where x; =
y; and keep only these results a; and b; for which this is true. Statistically
speaking, the more qubit transmissions they conduct, the closer the length
of a; and b; should be to n/2.

In practice, the effective key length is significantly attenuated by intrin-
sic decoherence within the transmission channel and the perturbative effects
of eavesdropping. For the least elaborate eavesdropper, who intercepts ev-
ery qubit, measures it, prepares a new one according to the measurement,
and sends this new qubit to Bob, the quantum bit error rate (QBER) will
equal 25% (as she chooses the wrong basis 50% of the time, and a wrong-
basis measurement yields a random result (50% error)) [70].

Beyond the basic intercept-resend model, more advanced man-in-the-
middle strategies necessitate a more nuanced evaluation of the information-
disturbance tradeoff, particularly when considering individual and coherent
attacks. As demonstrated in [105], the security of realistic QKD implemen-
tations is not merely a binary state of interception but a gradient defined
by the eavesdropper’s optimization of her measurement probes to maximize
information gain while minimizing the induced QBER to remain below the
critical threshold. This relationship is fundamentally bounded by the Shor-
Preskill security proof [164], which establishes that if the QBER exceeds
approximately 11%, the information leaked to the eavesdropper potentially
surpasses the information shared between the legitimate parties. Inspired
by BB84, other protocols of this kind have been established since 1984. We
call this class prepare-and-measure, as its security is based upon the pro-
hibition of cloning of the unknown quantum state and the state collapse
during the quantum measurement.

Another class of QKD protocols is based on entanglement and was es-
tablished in 1991, by Artur Ekert [57]. Instead of Alice sending individual



44 quantum cryptography

states to Bob as in BB84, an untrusted central source distributes pairs of
entangled particles, such as EPR pairs in the singlet state %(\ 01) —10)).
Each party randomly and independently selects a measurement basis from
a predefined set of orientations to measure their respective particles. After
the measurements are completed, the parties communicate over a public
classical channel to identify the instances where their chosen bases coin-
cided or were specifically correlated to extract the raw key bits. Security is
verified by testing Bell’s inequality on a subset of the measurement results;
any eavesdropping attempt would reduce the entanglement, leading to a
decrease in the Bell value that reveals the presence of a third party.

2.2 Device-independence

Information processing traditionally rests upon the fundamental assump-
tion that the underlying hardware functions exactly as specified. In classical
frameworks, any deviation from expected behavior is treated as a character-
izable error to be calibrated or corrected. However, quantum information
processing allows for a different approach, in which this requirement is re-
laxed. The user of the device does not have to trust the producer of the
device or even know the details of how it was constructed. In a so-called
device-independent approach (DI), the user can validate the correctness of
the obtained results by only analyzing the output of the device, given the
established input, provided that the operations made by the hardware are
limited by quantum mechanics (which, in this universe, is a rather universal
assumption).

DI was first introduced in [109], where the authors proposed the con-
cept of a self-checking source to remove the assumption that the apparatus
used to produce photons must be perfect. Their guarantee stems from a
main structural theorem demonstrating that if certain EPR-type equations
[11] are satisfied, the underlying quantum state must essentially be the
orthogonal sum of EPR pairs.

DI QKD is conceptually rooted in the E91 protocol, as it employs an
untrusted central source that distributes entangled photon pairs to two
parties, typically Alice and Bob. The security of the quantum channel is
certified through the loophole-free [16] violation of a Bell inequality. A
loophole-free Bell test [76] ensures that observed correlations are strictly
quantum and cannot be explained by classical, local theories with hidden
variables. This requires closing two key experimental flaws. First, the lo-
cality loophole demands that one party’s measurement choice cannot physi-
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cally influence another party’s outcome, and that all measurement settings
are independent, free choices. If unclosed, a Bell violation could admit a lo-
cal, classical description. Second, the detection loophole [68, 55] addresses
unavoidable signal loss caused by channel absorption or device inefficiencies.
If lost signals are simply rejected, an eavesdropper could exploit this data
rejection to artificially manufacture a Bell violation using a locally deter-
ministic strategy. While a Bell value exceeding the classical local bound
|B| - certifies the presence of non-local correlations and strictly bounds an
eavesdropper’s predictive power, it does not guarantee robust self-testing;
therefore, it cannot completely rule out partially deterministic strategies
and requires extensive privacy amplification to ensure secure outcomes.

Operationally, a CHSH-based DI QKD protocol runs sequentially by
randomly alternating between key rounds and test rounds. In key rounds,
the parties measure their shared states in fixed correlated bases to generate
raw key material, whereas in test rounds, they execute the CHSH game to
quantify the adversary’s information regarding the key round outcomes.

For the prepare-and-measure type of QKD protocol, including BB84,
it is, however, fundamentally not possible to achieve full DI. For that, no
assumptions can be made regarding the internal workings or the dimension-
ality of the quantum devices used. However, this total lack of assumptions
is fatal for one-way schemes because any observed data table can be per-
fectly reproduced using classical systems, provided those systems are of a
sufficiently high dimension [135]. If an eavesdropper swaps the quantum
systems for these high-dimensional classical states, they can extract full in-
formation about the key without ever being detected. The entire BB84 can
be perfectly simulated by the parties simply exchanging a single classical
bit, as long as their uncharacterized devices share some randomness [67].

To establish security for one-way protocols, we must rely on a semi-
device-independent framework where the devices themselves remain unchar-
acterized, relying instead on a strict mathematical upper bound on the
Hilbert space dimension of the communicated quantum systems. For ex-
ample [135], like in a regular BB84, Alice operates a state preparation
process that takes a classical input a and emits an unknown quantum state
Pa, Where only the dimensionality d is trusted. It is strictly assumed that
these preparations are unentangled with any system held by the eaves-
dropper. Bob operates a corresponding measurement device that receives
the system and, based on a classical input y, applies an unknown observ-
able MY which yields an outcome b. The devices may possess shared
classical variables A, which are accessible to Eve but must remain strictly
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uncorrelated from Alice and Bob’s input choices. We also assume the stan-
dard assumption of an isolated and shielded laboratory. By estimating
the purely classical data table, represented by the probability distribution
P(BIA,Y) = {P(bla,y)}}acabeBycy Over many iterations, the legitimate
parties can bound the eavesdropper’s information and establish security
against individual attacks, where Eve applies the same strategy to inde-
pendently target each system sent by Alice, performing her measurements
before the classical post-processing phase [154].

2.3 Randomness

Generating truly random numbers remains a persistent challenge within
computer science and information technology. The capacity to produce
strictly nondeterministic values is paramount for the security of modern
cryptographic systems [157, 100, 146], as well as for physical and biologi-
cal simulations [37], machine learning [92, 8|, and various other advanced
applications.

At present, the prevailing methodology relies entirely on the predictable
mathematical manipulation of an initial integer seed. Because this process
is inherently deterministic, it merely simulates randomness, functioning as
what is formally known as a pseudo-random number generator (PRNG).
Although a diverse array of PRNG algorithms exists, offering varying de-
grees of statistical quality in their output [185, 180, 61], they fundamentally
cannot produce true randomness or a genuinely nondeterministic stream of
bits. Given knowledge of the algorithm and its initial input (or seed), one
can reproduce the entire output sequence, even if the output of such an
algorithm presents high entropy. The generation of true randomness neces-
sitates access to a fundamentally non-deterministic process.

Some solutions leverage physical processes characterized by inherent
chaotic properties, such as atmospheric noise [3] or radioactive decay [1].
However, although these phenomena typically exhibit high entropy, they
are not mathematically provably random. This theoretical vulnerability
introduces the potential for partial predictability, which inherently degrades
the final entropy of the generated values.

For example, predictable environmental noise exposes randomness gen-
erators to state compromise extension attacks [90], allowing an adversary
who knows the previous state to exhaustively search the low-entropy re-
fresh data to easily deduce the new internal state. Additionally, attackers
can actively manipulate automated entropy estimators to force refreshes
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with guessable data or entirely block secure refreshes, or they can flood
the system with zero-entropy events [14]. Finally, predictable noise breaks
complex pooling heuristics like Fortuna [62] — by testing minimal possibil-
ities, an attacker can maintain complete knowledge of all entropy pools,
permanently preventing the system from recovering to a secure state.

These methods can also be manipulated by a potential eavesdropper.
For example, in [64], the authors investigate the vulnerability of using am-
bient radio frequency and atmospheric noise as an entropy source. Because
the noise is gathered via a radio receiver, an attacker can intentionally in-
ject a stronger, deterministic, and highly structured radio signal into the
environment. The receiver locks onto the artificial signal instead of the
chaotic atmospheric noise, allowing the attacker to control the output.

Furthermore, extracting data from such sources frequently necessitates
reliance on specialized applications or third-party web services like [1, 3, 4].
These platforms process the physical phenomena often without providing
verifiable proof that the claimed entropy source was genuinely utilized or
remained immune to external manipulation. Consequently, users are forced
to either implicitly trust these third-party providers or invest heavily in
constructing their own sophisticated hardware infrastructure.

The proliferation of both RNG and PRNG methodologies necessitates
a robust framework for their verification and comparative analysis. To
address this, the National Institute of Standards and Technology (NIST)
established a comprehensive suite of statistical tests designed to character-
ize and evaluate the suitability of various (P)RNG solutions [17]. However,
as the authors explicitly caution, these statistical evaluations serve merely
as a preliminary diagnostic tool to determine general fitness. Passing these
tests does not substitute for rigorous cryptanalysis, nor does it replace the
comprehensive certification methods required to conclusively validate ran-
domness.

The efficacy of randomness generation is fundamentally tied to the
non-deterministic nature of its entropy sources. Consequently, the prob-
abilistic characteristics of quantum phenomena serve as an ideal founda-
tion for entropy extraction, owing to their inherent unpredictability. To
date, a diverse array of Quantum Random Number Generators (QRNGs)
has been proposed [78], including, but not limiting to, entanglement-based
[195, 96, 196, 121, 85], based on photon-number statistics [65, 150] or on
binary measurement of coherent states [190, 119]. The existence of QRNG
is crucial for the security of other means of quantum cryptography [70, 139],
such as quantum key distribution (QKD) [19, 57, 128] or quantum digital
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signatures [73]. Also in classical cryptography, an inadequate source of
randomness can compromise any cryptographic protocol [72].

2.3.1 Extraction and amplification of randomness

In practical applications, even when a randomness protocol successfully gen-
erates entropy, the raw output rarely follows a perfectly uniform distribu-
tion. Instead, the source often yields biased results that, despite potentially
possessing high min-entropy, remain statistically skewed. To mitigate this,
randomness extractors are employed to process these biased raw bits into
shorter sequences that are cryptographically near-uniform [173].

When dealing with QRNG, this bias typically stems from quantum sig-
nals being inevitably mixed with classical noise, such as electronic fluctua-
tions or background detection.

An adversary might theoretically control this classical noise to gain
partial information. For example, in systems relying on Single-Photon
Avalanche Diodes (SPADs), an attacker with knowledge of or influence
over the device’s thermal and physical environment could exploit deter-
ministic memory effects introduced by detector dead time, dark counts,
and afterpulsing, which collectively degrade entropy and introduce sequen-
tial predictability into the raw bitstream [110, 87]. Similarly, in quantum
random number generators based on laser phase reconstruction, the macro-
scopic hardware is inherently sensitive to environmental drift — an adversary
could potentially introduce or monitor local acoustic vibrations and thermal
changes to track the classical phase fluctuations that become inextricably
mixed with the pure quantum signal [86].

Given that, a quantum extractor is required to distill the provable ran-
domness from these deterministic classical components. By evaluating the
min-entropy of the source, protocols like the Toeplitz-hashing extractor [34]
can be applied to generate a final output that is e-close to a uniform distri-
bution. Trevisan’s extractor is also notable in this context, as it is secure
against quantum adversaries and allows weakly random seeds [48].

In contrast, randomness amplification is the more stringent task of tak-
ing a source of partially random bits and converting it into a source of fully
random bits. While classical extractors can refine a single biased source,
it is mathematically impossible to perform randomness amplification using
only classical resources [153].

An example of the amplification protocol is the DI framework proposed
by [149], which leverages the non-local correlations of quantum mechanics
to map a partially deterministic source to a fully random output using the
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minimal configuration of two spatially separated components. The protocol
exploits the algebraic violation of a specific bipartite Bell inequality (struc-
tured as a modified Kochen-Specker pseudotelepathy game [9]) to certify
entropy against the most general class of no-signaling adversaries.

2.3.2 Certification

If a user wants to certify randomness, they seek a rigorous, DI guarantee
that a generated sequence of numbers possesses genuine, private random-
ness, independent of any assumptions about the internal workings, potential
flaws, or adversarial preparation of the generating hardware. The certifica-
tion process itself is grounded in the fundamental link between the non-local
correlations of entangled quantum states and the inherent unpredictability
of quantum measurement outcomes.

The idea of the DI randomness certification based on the Bell inequal-
ity violation was first conceptualized in [142]. The certification process
calculates a strict lower bound on the min-entropy of the generated output
string based on the observed Bell value || [142, 116, 181, 20, 182, 134, 85].
Specifically, over n consecutive trials, the generated randomness is math-
ematically bounded by the inequality Ho(R|S) > nf(|B| — ¢), where |B|
is the statistically estimated value of the CHSH expression derived from
the observed data, R is the final out string, .S represents the input string
of randomly chosen measurement settings, f(|®B|) represents a theoretical
bound on the min-entropy produced per single use of the system for a given
Bell value. This can be estimated using NPA, or calculated exactly using
a closed-form analytical expression. For the standard CHSH scenario, the
minimum extractable randomness per trial as a function of the observed
Bell violation B is given by the formula [142, 5]:

£(%B]) = 1~ log, (H\/ "‘i') (2.2)

The total value of entropy generated is sometimes called amount of random-
ness. This certification method holds even if the abstract devices possess
an internal memory, meaning the i-th measurement could theoretically de-
pend on previous results and settings. Thus, the observed Bell violation
provides a mathematical guarantee, under the assumptions provided, con-
firming that the apparent randomness is an undeniable product of intrin-
sic quantum unpredictability rather than an artifact of classical noise or
preestablished entropy. To guarantee the validity of the bound, the sys-
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tems must remain separated and strictly non-interacting during each indi-
vidual measurement step. The technical details of quantum randomness
certification are further explained in Chapter 5.
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Chapter 3

Quantum Darwinism

The enigmatic nature of quantum mechanics is underscored by the measure-
ment problem [156, 99], a fundamental quandary concerning the irreconcil-
able disparity between the unitary, reversible evolution of quantum states
and the irreversible nature of measurement [155]. Wigner’s friend para-
dox encapsulates this conundrum, highlighting the profound philosophical
implications of quantum measurement theory [191, 51].

The significance of this problem arises from a fundamental tension be-
tween quantum formalism and macroscopic reality. While the principle of
superposition asserts that any linear combination of states is a valid config-
uration, our empirical observations are strictly confined to a classical world
of localized, robust objects. In the quantum domain, states are character-
ized by extreme fragility; the traditional act of measurement appears to
abruptly terminate a superposition, forcing the system into a single eigen-
state. This disparity raises a foundational paradox: how can the enduring,
stable macroscopic reality of our daily experience emerge from the inher-
ently volatile and coherent building blocks of quantum mechanics?

In seeking to address the mysteries surrounding quantum measurement,
the theory of quantum Darwinism (QD) [206] has garnered significant at-
tention as a framework for understanding the transition from the quantum
to the classical [200, 201]. QD posits that the role of the environment
surrounding a quantum system is crucial, not merely as a source of noise,
but as an active witness. In this chapter, we provide a brief introduction
and overview to the topic of QD and the requisites of the state interaction
that this theory provides. First, the description of the measurement model,
which is the cornerstone of the theory, is provided. Subsequently, the phe-
nomenon resulting from this model, environment-induced selection, and its
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effects on our understanding of decoherence are briefly explained. Finally,
we discuss how these phenomena lead to the emergence of the classical
object, as seen by the QD.

3.1 Model of measurement

In [200] Wojciech Zurek elucidated the process occurring between certain
parts of an interacting ensemble, aiming to explain how the basis of a
particular measurement is formed. The quantum system (S) that is a point
of interest of a particular observation or measurement is here examined via
an apparatus (A), which establishes a nonseparable correlation with the
initial system. The process in which the observed system interacts with
the measuring apparatus, causing the system to become entangled with its
degrees of freedom, is called premeasurement [77]. The third subsystem is
called the environment (£).

Two specific assumptions that ensure the premeasurement is physically
consistent and mathematically tractable have been introduced [200]. First,
the quantum system S is assumed to be perfectly isolated from the environ-
ment (H() = (), ensuring that any decoherence of the system must occur
through its interaction with the apparatus. Second, a temporal hierarchy
is established: the premeasurement interaction between the system and the
apparatus (H (‘SA)) must be brief and dominate over any environmental cou-
pling, allowing a nonseparable correlation to form before the environment
begins to interact with our apparatus and share the state with it.

Finally, to avoid the complexities of energy exchange, it is assumed
[200] that all vectors in the basis correspond to the same degenerate energy
eigenstate of the apparatus Hamiltonian (HW|A,) = E|A,), where A, is
the apparatus eigenstate), satisfying the requirement that the premeasure-
ment should not lead to an exchange of energy between the system and
the apparatus. These constraints allow the analysis to focus purely on the
information transfer and the resulting density matrix.

While the (S.AE) model relies on the idealized isolation of the system
(H(SE) = 0), it has been later suggested [204] that the (S&) model repre-
sents the ubiquitous process of environmental monitoring. In this form, the
environment is not a distant observer of an apparatus, but an immediate
and ubiquitous monitor of the system itself. By allowing H(€) #£ 0, the
requirement for a formal apparatus is bypassed; the environment’s degrees
of freedom, such as ambient photons or thermal fluctuations, directly in-
tercept information from the system. This direct (SE€) coupling performs
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a continuous, non-selective measurement that enforces einselection without
the need for the premeasurement.

Consequently, the (SE) interaction shifts the focus from controlled lab-
oratory premeasurements toward the unconstrained dissipation of informa-
tion into the environment. While the (S.AE) chain is designed to simulate
the standard measurement process and amplify specific observables, the
(§€) model describes the mechanism by which a preferred basis is estab-
lished by the environment. In the broader context of QD, this (S€) model
serves as the primary engine for generating the vast redundancy of infor-
mation characteristic of objective classical reality.

In general, the (S§€) model provides the mechanism for state selection,
but the (S.AE) model provides the architecture for observability. A detailed
comparison allows for a better understanding of how objectivity emerges: a
state is objective only if it can be found out by many independent ob-
servers who intercept different fragments of the environment. By analyzing
the (S.AE) process, we can formally define how the environment transitions
from being a source of noise to becoming a witness, thereby providing a
comprehensive account of how the quantum-to-classical transition is com-
pleted.

It was established in [200] that during this natural process, the resultant
classical state is determined by the pointer basis defined as the eigenvectors
of the complete set of observables that commute with the Hamiltonian
operator describing the apparatus-environment interaction. However, this
strict condition defines the preferred states under idealized circumstances
where the apparatus self-Hamiltonian is negligible, and its evolution is en-
tirely dominated by the environment. In more realistic scenarios where
the system exhibits non-trivial internal dynamics, this strict commutation
requirement is generalized by the predictability sieve, which identifies the
classical states as those most robust against decoherence.

The selection of the pointer basis is technically governed by the commu-
tation relations between the system Hamiltonian H(S) and the interaction
Hamiltonian HS). In the strong-coupling, the pointer states emerge as
the eigenstates of the system observable M(S) within the interaction term
H(SE) = > M©) @ &. Here, M(S) denotes the specific operator (such as
position or spin) being monitored, while &; represents the operators acting
on the i-th degree of freedom of the environment, such as individual pho-
tons or air molecules. In this regime, the environment effectively performs a
selective measurement of M, causing any state outside this basis to undergo
rapid decoherence. However, when the internal dynamics HS) are compa-
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rable to HS%) | the pointer basis must satisfy a more complex requirement:
it must minimize the entanglement generated by the environment. For a
standard harmonic oscillator, this process favors coherent states, as they
remain uniquely localized in phase space under the simultaneous influence
of internal evolution and environmental monitoring [204].

Since coherence is a quantum phenomenon, whenever a measurement,
which is a process of transiting from quantum to classical data, occurs, it
is also necessary that the decoherence takes place [206].

3.2 Environment-induced selection

Decoherence, a phenomenon arising from the interaction between a quan-
tum system and its environment, lies at the heart of QD [206]. This pro-
cess is essential for the emergence of classical behavior, as it results in the
suppression of off-diagonal terms in the reduced density matrix between
quantum states and the establishment of stable, einselected pointer states
[200, 201].

In the QD, the environment is further recognized as a collection of
subenvironments, which is modeled as a tensor product H&) = (2 H(Er),
This enables redundant encoding of pointer states across many fragments.
The environment acts as a distributed information channel: system ob-
servables are independently imprinted onto subsystems. This redundancy
allows multiple observers to access disjoint fragments and infer consistent
system states, establishing effective objectivity [204].

The environment-induced superselection, or einselection, is the process
of designating this specific preferred basis. The basis is stable under the
interaction Hamiltonian, making it robustly encoded in the environment.
As a result, the system performs effectively classically, exhibiting distinct
qualities that are stable and easily observable without major disturbance.
This is achieved by suppressing the coherence between different states of
the pointer basis. Finselection contributes to the understanding of why, al-
though being essentially made up of quantum particles, macroscopic objects
seem to have clearly defined classical features [202, 203].

This designation of the preferred basis is formalized through the pre-
dictability sieve, a conceptual and mathematical tool used to identify the
states most resilient to environmental monitoring. It treats the einselection
as a selective pressure that probes the Hilbert space of the system. While
a general quantum superposition is highly unstable, the pointer states are
identified by their ability to minimize the loss of information to the envi-
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ronment.

Mathematically, it operates by sifting through all possible initial pure
states | 1) and ordering them according to how well they retain their pu-
rity over time despite being monitored by their environment. Technically,
this is achieved by maximizing a predictability functional, typically the von
Neumann entropy or purity, where a state is deemed more classical if it min-
imizes entropy production or minimizes purity loss over a specific timescale
[204].

By identifying these states, the predictability sieve provides a physical
foundation for the emergence of objective reality. In most macroscopic
interactions, such as those governed by the position-dependent coupling
of collisions or thermal radiation, the sieve favors states localized in phase
space. This provides a model of how we observe a world of distinct positions
and momenta rather than the superpositions permitted by the Schrodinger
equation.

Furthermore, this selection process serves as the necessary precursor to
QD — only the states that pass through the sieve with their integrity intact
are robust enough to redundantly evolve in the surrounding environment.
Without this process, the environment would contain only incoherent noise
rather than the structured and redundant information that allows multiple
observers to reach a consensus on the state of a system.

3.3 Information redundancy

To this day, we need to recognize that the environment’s involvement in
quantum measurement is a fundamental prerequisite for the operation of
quantum devices. The emergence of classicality and the manifestation of
measurement outcomes are driven by the proliferation of information into
the environment [137, 205, 132]. This process, while essential for the objec-
tivity of pointer states, renders quantum devices inherently susceptible to
external manipulation and unauthorized access; the same redundancy that
allows for independent observation also permits potential eavesdroppers to
intercept fragments of the environmental witnessing without perturbing the
system. Consequently, ensuring the security and integrity of quantum com-
munication requires robust measures to safeguard against potential threats
arising from environmental interactions and the dissemination of quantum
information.

Information becomes intersubjective and effectively classical through its
widespread dissemination, or proliferation, throughout the environment [7,
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118]. In this capacity, the environment functions as a communication chan-
nel that encodes the eigenvalues of the system’s pointer states across its
numerous, disjoint degrees of freedom. This process is described as infor-
mation plateau and is related to the behavior of the mutual information
I(S : &f) between the system and a fraction f of the environment. It rises
sharply for very small f and then flattens into a broad plateau at the level
of the system’s von Neumann entropy. We visualize this phenomenon in
Figure 3.1. This indicates that nearly all classical information regarding
the pointer states is contained within a tiny fragment of the environment,
meaning an observer gains almost no additional knowledge by intercepting
more of the environment, as the state of & has already been redundantly
spread.
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Figure 3.1: The Information Plateau in Quantum Darwinism. For pointer
states, mutual information I(S : £¢) quickly reaches the system’s entropy
Hg, creating a plateau where additional environment fragments provide no
new information. The superposition curve lacks a redundancy plateau, as
information about non-selected states is not proliferated throughout the
environment and can only be recovered by measuring nearly the entire
global state.

The information plateau denotes a precise point in the fraction of the
environment f available, independent of the size of the environmental
portions under consideration, at which the mutual information between
the system and various environmental components achieves a constant
value. This constant number indicates that there is classical objectivity
because the system’s information is redundantly encoded across the envi-
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ronment. [22, 206, 32, 112, 28]

The existence of this plateau provides the physical basis for objectivity
and the consensus required for a classical world. While the total informa-
tion shared between the system and the entire environment includes both
classical records and quantum correlations, the plateau effectively bounds
the information available to local observers. The quantum correlations are
hidden in global entanglements that require the interception of almost the
entire environment (f ~ 1) to recover. For the macroscopic observer, who
only ever accesses a small fraction f < 1, the only available information is
the redundant, classical variety. The length of this plateau determines the
redundancy factor 1/ fs, quantifying how many independent observers can
simultaneously and non-invasively witness the same state.

The existence of these redundant records serves as the physical bedrock
for the consensus required to perceive a classical world. Because informa-
tion is encoded across numerous, disjoint subsystems of the environment,
a multitude of independent observers can reach a consensus about the sys-
tem’s state simply by measuring their own local environmental samples.
Recognizing the environment as a witness necessitates a fundamental shift
in how we view the observer, leading to a different philosophical understand-
ing of quantum mechanics. It suggests that objective existence is not an
intrinsic property of an isolated quantum system, but rather a consequence
of a state’s ability to leave multiple, redundant imprints of itself through-
out the environment. Because individual quantum states are considered
"mostly information” and are too fragile to objectively exist until they are
widely spread, reality itself becomes inextricably tied to the environment’s
capacity to act as a witness. This raises profound epistemological and ex-
istential questions about history: if the universe has a finite memory and
old events are eventually overwritten by new ones, one must ask whether
an event without a surviving environmental record truly happened at all

[206].

Decoherence factor

The level of decoherence within a central system, resulting from its interac-
tion with an N-partite environment, can be quantified using the collective
decoherence factor, I'(¢). To analyze the state of the system and a specific
observed portion of the environment, we partition the M environmental
subsystems. We focus on a fraction fM (where f € [0, 1]) and discard the
remaining (1—f)M unobserved part through partial tracing. The collective
decoherence factor is defined as the sum of the norms of the off-diagonal
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terms remaining after this tracing process [200, 117]:

M
k=1

i#]

where 0;; = (i|po| j) and 'Yz‘(,];') =Tr <p£f§)) =Tr (Ui(k)pék)U](k)T), where Ui(k)
is a unitary evolution operator on the subsystem k conditioned upon the
(k)

observed system; |), | j) are pointer states; v, is an individual decoher-

ence factor coming from the interaction with a single, k-th environmental
subsystem; and pg is the initial state (p(()k) is one of the subsystems of py).

The value of I'(¢f) monitors the transition from quantum to classical.
When I'(¢) = 0, it indicates that full decoherence has occurred. The density
matrix off-diagonal terms have vanished, and the system’s state has effec-
tively been reduced to a classical probability distribution over the pointer
states. For I'(t) = 1, it indicates that decoherence has not yet occurred,
and the system maintains its original quantum coherences. In the context
of QD, reaching I'(t) = 0 is a necessary condition [117] for the emergence
of objectivity, as it ensures the pointer states are the only ones that persist
and can be redundantly imprinted across the environment. As the number
of observed parts fM increases, it becomes easier for different observers to
gain the same information about the system.
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Chapter 4

Decoherence and QKD

The recognition of the environment’s critical role in quantum measurement
and decoherence opens the door to novel security threats that have not
been thoroughly explored [115]. Analogous to the so-called van Eck at-
tacks in classical computer science and networks, where electromagnetic
emanations from electronic devices are intercepted to glean sensitive infor-
mation, quantum systems may be susceptible to similar vulnerabilities [183].
In other words, the eavesdropper can pick up side-channel information —
the attacks exploit unintended emissions from electronic devices, such as
computer monitors and other equipment, to reconstruct the concealed in-
formation remotely using uncontrolled side-channels [166], which are often
easily omitted in the security analysis of protocols [111, 104, 95, 175, 49,
106, 122, 124, 97, 98]. Thus, it is important in the context of quantum
devices to investigate whether the vulnerabilities stemming from environ-
mental interactions could be exploited to extract quantum information and
thus compromise cryptographic protocols, posing security risks in quantum
communication.

This chapter covers one of the main results of this thesis, which has been
published in [129]. All the figures in this chapter are taken from this work.
We investigated how the form of measurements provided by quantum Dar-
winism allows for the leakage of information in the standard BB84 QKD
protocol. We analyzed the extent to which critical cryptographic key data
is leaked during quantum measurement and evaluated the potential for an
eavesdropper to recover this information via Van Eck side-channel attacks.
The chapter is structured as follows: first, in Section 4.1, the methodology
of the modelling of the measurement process in BB84 protocol is presented.
We also introduce the generalization of a unified environment model, which
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we call the layered-model. In Section 4.2, we present the analytical dis-
cussion, where we derive the explicit form of a key-rate for a simplified
model of a single-qubit layered environment. Finally, in Section 4.3, we
present the numerical analysis of distinguishability that is available to the
eavesdropper.

41 Measurement and Decoherence in BB84

This section examines the quantum measurement process within the frame-
work of the BB84 protocol. To isolate the fundamental mechanics of mea-
surement, we model the physical exchange as a sequence of independent
qubit-by-qubit transmissions, an approach that intentionally sets aside po-
tential device memory effects [108]. This abstraction allows for a granular
decomposition of the process into its constituent physical operations. While
the complete measurement process traditionally encompasses both decoher-
ence and orthogonalization [117], our analysis focuses exclusively on the
decoherence phase. We also assume the ideal distinguishability of states at
the receiver, as the impact of channel noise lies outside the current scope
of this investigation. These considerations utilize the (SAE) decoherence
model.

In BB84, the state of a transmitted photon is based on two variables,
randomly chosen by Alice — the measurement basis (either computationalor
Hadamard), which we denote as a binary value a and the key bit ¢. After
Bob’s measurement, the eavesdropper, Eve, knows which basis has been
used (as it is shared publicly by the parties), but the key bit value is un-
known. Therefore, she has to distinguish between two situations — when
Alice sent a qubit corresponding to the bit value ¢ = 0 or a qubit corre-
sponding to the bit value t = 1:

Ny Ng

)54 = [9gen)t™ © [10)™ © R &) | v0) €1, (4.1)

=1 e=1

where in case of t = 0, wgen>§3) = 10) for a = 0 or |1/196n>§8) = |+) for
a =1 and in case of t =1, |¢gen>§8) =|1) fora=0or |@Z}gen>§8) =|—) for
a = 1. The form of 1y depends on the measurement basis of Bob (denoted
as b) and it also partly implies a form of interaction operator (which has to
operate in the same orthonormal basis). For b = 0, we use | ¢)) = | 0) and
for b = 1 we use|19)" = | +). The environment consists of N; separated

layers, each with Ng¢ qubits. The form of lwo)(glve) is also dependent on
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the form of the interaction between every single layer of the environment,
as well as on the form of premeasurement. In our model, we consider that
| ¢0>(51,e) = | ¢0>(A) and construct the interaction operators accordingly.

The interaction between the system and the apparatus is modeled based
on specific rank-1 projectors and a c-not operation, following the approach
established in [115]. Consideration is also given to the fact that premea-
surement may be performed using two mutually unbiased observables with
projectors {Pés), PI(S)} or {PJ(FS), Pﬁs)}. Furthermore, the c-not operation is
defined in connection with the specific measurement basis employed. Con-
sequently, the premeasurement interaction is formulated in the following
terms of unitary operators:

U = P 015V + P 0 ¢ (), (4.2)
USA _ p) 140 | pS g o (), (4.3)

where C'x and Cyz operations are defined as:

sin(a)  cos(a)
cos(a) —sin(a)

Cz =HCxH, (4.5)

Cx = : (4.4)

with « set as a constant value. These operations constitute a generaliza-
tion of the c-not quantum gate, which is known as c-maybe [178]. In our
considerations, we use &« = 0. A correlation between the observed state
and the apparatus is established by this model, which dictates the funda-
mental progression of the measurement process. If no information transfer
occurred between S and A, the acquisition of results by the receiver would
be rendered impossible. This process is defined in relation to the type of
measurement that Bob conducts; nevertheless, we only analyze the situ-
ations in which a = b, as these are allowed by the BB84 protocol. The
interaction between the apparatus and the environment in our model is

defined as:
(4.6)
(m§” & Ul + 1 @ Uf)

(1§ & Ul + 1Y @ U
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For the sake of simplicity, these interactions are assumed to occur sequen-
tially. Specifically, the interaction between the apparatus and the primary
layer of the environment is followed by successive interactions between sub-
sequent environmental layers. Each multiplication factor represents the
interaction between adjacent pairs within this hierarchy, including the in-
teraction between the apparatus and the first layer. The interactions are
thus modeled as a linear chain, wherein A interacts with £, &1 subsequently
interacts with &, and the process continues through each successive layer
En,.

Every interaction in the chain causes information to propagate from the
previous layer to the next one. Projectors H(()X) and ng) (X e {A¢&,...,
En,}) on the state of the apparatus are regular, single-qubit projectors
for Hadamard and computational bases. In the numerical simulation, the
interaction between the layers is based on the Haar distributed U(gX) and

Ul(X). Projectors on the preceding layers are constructed as Hermitian
matrices that are parameterized using randomly chosen real matrices to
take into account the unpredictability of the free-space quantum objects
interacting with each other.

The model we propose here, which we call the layered model, is a gen-
eralization of a model that treats the environment as a unified ensemble
of states, where it is assumed that the interaction between states is un-
limited. It is, however, still a simplified toy model. The usage of such
simplifications, due to the high complexity of any quantum description of
classical objects, is a standard approach, see e.g. [44, 178]. It is based on
the process of determining the outcome on the apparatus in the form of
an interaction Hamiltonian described in [200], as well as the description of
the environment-induced transition to the classical state presented in [201].
These foundational descriptions of the decoherence process underpin QD
theory, which presents the prerequisites for the state to become a stable
and classical pointer state.

Given that the bases for encoding and measurement are publicly dis-
closed during the sifting phase, the objective of the eavesdropper is reduced
to the discrimination between two binary states. These states lead to dis-
tinct final configurations of the environment; however, access is restricted
to a single environmental layer.

The eavesdropper is modeled as an observer who intercepts the envi-
ronmental layer most proximal to the system. This positioning is critical;
should access to a preceding layer be obtained, all subsequent layers are
rendered redundant, as they provide no additional advantage for state dis-
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crimination. Consequently, the information available to the eavesdropper
satisfies the following sequence of inequalities:

I(S:6)>1(S:&)>... 2 I(S: &), (4.7)

where I(S : &;) represents the mutual information between the quantum
system and the i-th layer. The spread and accessibility of the information
can be further constrained by noise and shielding. Because the interac-
tion Hamiltonian between adjacent layers typically prevents the exhaustive
transfer of information, the eavesdropper’s optimal strategy is confined to
the earliest available point of interception to maximize the available infor-
mation. Consequently, the task for the eavesdropper is to implement an
optimal measurement capable of distinguishing between two states com-
posed of N¢ qubits.

Additionally, only part of that layer might be distinguishable; thus, the
measurement that the eavesdropper uses on her available layer should be an
arbitrary projector of a rank 2%, where k denotes the number of qubits that
the eavesdropper can distinguish using the Van Eck-type antenna [183]. In
our scenario, the side information is contained in the environmental qubits.

Helstrom state discrimination The eavesdropper’s main goal is to distin-
guish between two different resultant states procured in the process men-
tioned in Section 4.1. This can be achieved with Helstrom measurement [74],
which is the measurement that leads to the lowest possible error in distin-
guishing between two states. The probability of a correct guess is given by
the Holevo—Helstrom theorem [81]:

1 1
Pguess:§+§||)‘p0_(1_>‘)p1||17 (48)

where A is the probability of appearance of the first state (for uniform
probability distribution A = 0.5) and ||-||; is the trace norm.

4.2 Single-qubit layered environment

In this section, a simplified analytical model of the process described in
Section 4.1 is constructed, wherein N; single-qubit layers are employed
(Neg = 1). In accordance with the BB84 protocol, consideration is limited
to instances where the key bit is accepted by both parties, an event observ-
able via the classical, unencrypted channel. The basis that was used in the
communication process is similarly announced; the eavesdropping task is
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reduced to determining whether the state of the final accessible environmen-
tal layer (subsystem Ey;) indicates the leak of the information about the
quantum state, suggesting that the exchanged key bit was 0 or that it was
1. Therefore, the eavesdropper should make a Helstrom measurement [74],
the success probability of which is defined by (4.8). Furthermore, under the
common assumption that Alice uses a near-perfect random bit generator,
the prior probability equals A = 0.5.

To model the interactions constituting U) as in (4.6), that involve
the interaction between the apparatus and the first layer, as well as between
the layers, we need first to include the noise effect between the layers into
an imperfect c-not operator, with the imperfection defined as the rotation
of a regular c-not operator by angle . To achieve that, we introduce the
operator Q(g,a) = e-1a+(1—¢)-Cx () (similarly for Cz), where coefficient
€ parametrize the interaction between the apparatus and the environment
(and also between subsequent layers) that limits the degree of interaction
between two subsystems. However, () is not unitary, therefore it must be
transformed into a unitary operator. One way to perform such transfor-
mation will be to use some kind of matrix factorization that as a result
provides a unitary matrix (preferably as close to the original as possible)
and some additional product, which we can reject. QR factorization meets
the requirement, as it decomposes any real square matrix into a product
Q = Q'R, where @' is an orthonormal matrix and R is an upper triangular
matrix, and R = 1 when @ is unitary. By factorizing the matrix according
to the steps in Appendix A, we obtain:

p —q
Qe,0) = | V7T VT (4.9)

where p = e+ (1 —¢) sin(a) and ¢ = (1 —¢) cos(a). With @', we now define
the interlayer unitary interaction operator:

U= 18" + 1Y 0 Q'e,a)), (4.10)
where X and Y are consecutive environmental layer subsystems, and HéX)

and HgX) are rank-1 projectors in the orthonormal basis of the subsystem X.

Subsequently, we get from direct calculations that the guessing probability
for the single-layer environment is given by

[

pNi=1 _

1
guess 5 + 5 : (411)
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and for the two-layer environment

: @ (4.12)

1

2 P+ PPV P

The eavesdropper is conducting the measurement on the last layer £y,
as this is the only layer she has access to, and we assume the worst-case
scenario in which she can obtain the information that dissipated to that
layer fully. Thus, the mutual information between Bob’s apparatus and
the last layer I(A : Ey,) should be directly related to Pyyess. For instance,
when the eavesdropper receives the bit 0, it can be stated, with the prob-
ability Pyyess, that it is the right one, and with the probability 1 — Pyyess
that it is the wrong one. In other words, P(e = Ola = 0) = Pyyess and
P(e =0la =1) =1 — Pyyess and similarly for bit 1. This leads to the con-
ditional entropy H(En,|-A), which is equal to H(A|Ey,), as the situations
in which a = 0 conditioned on e = 0 is only possible when Eve guesses
correctly, therefore P(a = Ole = 0) = Pyyess. Additionally, H(A) = 1 in
this case, because Alice is using a random number generator with an ap-
proximately uniform probability distribution. This leads to the formulation
of the mutual information:

I(En, - A) = H(A) — H(A|EN,)
=1 + (1 - Pguess) 10g2(1 - Pguess) + Pguess logQ(Pguess)-

Mutual information is therefore dependent solely on the value of Pgyyess.
I. Csiszar and J. Korner [43] showed that parties can obtain a secret key
only if the mutual information between the parties is larger than between
Alice and Eve and the key rate is the difference between these two values:
r=1(S:A)—I(S : En,). We are considering only the situations in which
communication leads to the accepted bit of the key, therefore I(S:.A) =1
and I(S : €n,) = I(En, : A), thus the formula for key rate is dependent
only on the value of Pyyess as well:

7 = (1 — Pyyess) 10go(1 — Pyuess) + Pyuess 1085 (Pyuess)- (4.14)

For example, the key rate for the single-qubit layer with exactly one layer
environment is given as:

Ni=2 _
Pguess -

+

N

(4.13)

rNﬂ:l—} log, ¢ + d log P+ ¢ ta (4.15)

- N e Y N /R
Several additional examples for varying numbers of layers N; have been
calculated. Based on the observed forms of these results, cf. (4.11) and (4.12),
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as well as the key rate formulation in (4.14), the following conjecture for
single-qubit layers is proposed:

Conjecture 1. The guessing probability value, Pyyess, for n single-qubit
layers equals

pNi=n _ 1 + 1 . ¢ (4.16)
guess 9 T 9 (p2 4 g2)2n=1)/2
and the key rate for n single-qubit layers equals
1 (p? + g2)2n—1 — ¢2Cn=D)
e (417
. 1 g1 (2 + ¢2)2n—1)/2 4 g2n-1 :

9 (p? + ¢2)2n—1)/2 082 (p? + ¢2)2n—1/2 — g2n—1"

4.3 Distinguishability analysis

In this section, the decoherence-induced information leakage is analyzed
through a numerical simulation of the BB84 protocol, specifically focusing
on how the distinguishability of environmental states evolves as a function
of the inter-layer noise parameter . The simulation facilitates an evalua-
tion of the protocol by constructing the unitary operators U4 and U(A€)
according to the forms established in (4.2) and (4.6), which are then ap-
plied to the initial environmental states defined in (4.1). To model the
physical constraints of the eavesdropper, a partial trace is performed over
all subsystems except for the targeted environmental layer, £x,—1, as the
system, apparatus, and distal environmental layers are assumed to be inac-
cessible to the adversary. This procedure is executed for both sets of states,
when the initial one is |0) (or |+)), and when it is | 1) (or | —)), thereby
enabling the determination of the optimal guessing probability Pyyess via
the Helstrom bound in (4.8).

To demonstrate the decoherence occurring in the model, numerical simu-
lations were performed for the rejected cases of the BB84 protocol, in which
encoding and measurement are conducted in different, mutually unbiased
bases. The outcomes of this process, quantified by the average collective
decoherence factor (3.1) [117], are presented in Figure 4.1. Two primary
phenomena are observed. First, the decoherence factor is found to decrease
as the dimensionality of the initial environmental layer increases; for larger
environmental sizes, the system approaches a state of full decoherence. This
indicates that a larger environment facilitates a more robust propagation
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of information from the apparatus, thereby inducing state collapse. Simul-
taneously, it is observed that a higher interaction degree € (which describes
the level of noise in the interaction) results in lower decoherence. In the
limit where the noise factor approaches one, the decoherence is entirely
suppressed.

Decoherence factor for different sizes of layer E,

1/’\ X

—k—€=00
—©-€=05

€=07
—X—€=09

o
[oc]
T
1

Decoherence factor (')

Size of the first environmental layer (in qubits)

Figure 4.1: The dependence of the average decoherence factor I' for the
interaction U€1) given the size of the first environmental layer £ . The
average is calculated over the cases rejected in BB84, for different interac-
tion degree values (¢). Only the first decoherence interaction, between the
apparatus and the first layer of the environment, is taken into consideration,
as this is where the collapse of the state of the apparatus occurs.

Additionally, simulations were carried out for environmental layer sizes
Ng ranging from 3 to 7 qubits. For each configuration, optimal projec-
tors were prepared as Helstrom measurements, and the guessing probability
was evaluated using the Holevo-Helstrom theorem [74, 81]. It was deter-
mined that the guessing probability varies according to the percentage of
controlled and measured dimensions within the final (or the only one) en-
vironmental layer. This dimensionality increases twofold with the addition
of each qubit. These results are presented in Table 4.1. Furthermore, it
can be noted that the guessing probability for a corresponding degree of
control increases with the total number of qubits in the layer; for instance,
a 50% dimensionality control yields a probability of approximately 72% for
Ne = 3, whereas a value of 77% is reached for N¢ = 7. The observation
that a larger environment is capable of accommodating more information
and compensating for noise has been noted, for example, in [207, 208].
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% of £ controlled | Ne =3 | Ne=4 | Ne=5| Nge=6 | Ne =7
1.5625 - - - - 0.509
3.125 - - - 0.513 0.521
6.25 - - 0.518 0.527 0.533
12.5 - 0.556 0.556 0.563 0.565
25 0.589 0.602 0.599 0.625 0.637
50 0.717 0.723 0.731 0.723 0.773
100 0.967 0.983 0.995 0.997 0.998

Table 4.1: Guessing probability of a key bit for an eavesdropper that uses
Helstrom measurement on a controlled part of the environment’s sole (N; =
1) layer for ¢ = 0. It can be observed that the guessing probability is
linearly proportional to the controlled part of the environment, counted as
the percentage of dimension, and thus the control of the Ng — 1 qubits leads
to the guessing probability of around 75%.

The decoherence factor is zero (I' = 0) in all cases where the key bit
is successfully established. This follows from the fact that, when encoding
and measurement are performed in the same basis, the state S does not
undergo decoherence. From the outset, S is already a pointer state, rather
than a mixture of pointer states. However, the information transfer still
occurs between the apparatus and the environment, as it follows the process
of subsequent interactions (4.6) between layers.

The next results are presented in Figure 4.2 and Table 4.2. First, from
Figure 4.2 it can be observed that the visible loss of distinguishability i.e.
the guessing probability for the eavesdropper in the considered sizes of
environments, occurs for ¢ > 0.5, with the monotonic decrease. For ¢ =
1, there is understandably no interaction between the apparatus and the
environment and thus no distinguishability, yet also no decoherence, as we
noted from Figure 4.1 above. When additional layers are present, a visible
decrease of distinguishability occurs between the first and the second layer,
with a much smaller loss between the second and the third one, as shown
in Table 4.2. That difference is also lower for higher values of €, as Pyyess
overall decreases for higher values of €.

The data presented in Table 4.1 and in Figure 4.2 strongly suggest
that the higher number of qubits in environmental bases (including the last
one, accessible to the eavesdropper) leads to a higher level of information
extraction, even if the controlled percentage of the environment is the same.
The guessing probability also fluctuates less for lower values of noise factor
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Dependence between the degree of interaction (noise) and guessing probability
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Figure 4.2: Guessing probability of a key bit for different values of € degree
of interaction (4.10) between apparatus and the environment for a single-
layer environment (4.6). The eavesdropper fully controls the last (and only)
layer of the environment.

g, as seen in Figure 4.2 for ¢ < 0.4. This phenomenon is consistent with
the observation of the information plateau, as described in Section 3.3.

N; (number of layers) | e =05 | e =0.7 | e¢=0.9
1 0.871 0.658 0.549
2 0.823 0.646 0.536
3 0.818 0.645 0.536

Table 4.2: Key bit guessing probability for Ne¢ = 2 and different values of ¢
degree of interaction between apparatus and the environment and different
number of layers (N; = 1,2, 3).

The results of the numerical calculations offer insights into the dynamics
of decoherence and its implications for quantum communication protocols.
In particular, the findings suggest that a layered environment serves as a
robust model for simulating decoherence phenomena. By examining the be-
havior of the decoherence factor I', as depicted in Figure 4.1, we infer that
in real-world scenarios where I' is expected to be on the order of 10740 [210],
the presence of a sufficiently large layer would likely be accessible to poten-
tial eavesdroppers.

Moreover, the analysis summarized in Table 4.1 reveals a clear trend. As
the size of the environmental layer increases, the fraction of control required
by an eavesdropper to improve the guessing probability decreases. Conse-
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quently, the likelihood of a successful guessing attack on the BB84 protocol
rises. The results for our toy-model suggest that even the interception of a
minimal fraction of the total environmental Hilbert space may be sufficient
to compromise the security of the protocol, facilitating a successful breach
with disproportionately limited resources.

Furthermore, our investigation reveals a nuanced relationship between
the size of the layer and the noise parameter €. As illustrated in Figure 4.1,
we observe that larger layers are necessitated to counterbalance higher levels
of noise while keeping the same value of I', as evidenced by the increasing
trend of . Conversely, as shown in Figure 4.2 and in Table 4.1 while a
larger € corresponds to a reduction in guessing probability, the presence of
a larger layer confers enhanced robustness against noise, highlighting an
intricate trade-off involved in optimizing layer size and noise parameters to
mitigate eavesdropping risks effectively.

Consequently, these results shed light on the potential efficacy of em-
ploying multiple layers as a security measure. As indicated in Table 4.2, the
utilization of multiple layers may introduce additional difficulty for eaves-
droppers, thereby enhancing the difficulty of unauthorized access. This
observation underscores the importance of devising sophisticated shielding
mechanisms that facilitate necessary measurements while upholding strin-
gent security standards.
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Chapter 5

Randomness certification

The emergence of Bell’s theorem as a cryptographic tool has revolution-
ized the generation of unpredictable measurement outcomes, providing a
framework for randomness certification that is independent of the internal
workings of the device [38]. This paradigm, initially presented in [142],
leverages the violation of the CHSH inequality to provide a quantitative
lower bound on the entropy produced by a quantum system. Building
upon this foundation, [116] introduced a systematic method for analyzing
various Bell expressions to determine their efficacy in the presence of white
noise. Their work demonstrated that specific inequalities are capable of
certifying up to two bits of randomness per measurement when evaluated
using min-entropy.

While many Bell inequalities have been proposed and studied analyti-
cally, and the NPA provides a framework for numerical quantitative anal-
ysis, the choice of Bell tests in practical DI QRNG devices is often done
without assessment and comparison, including in terms of noise require-
ments. This absence represents a significant gap in the transition from
theoretical protocols to robust physical implementations. To address this
deficit, in this work, we proposed a method for comparative analysis and
certification of diverse Bell expressions, identifying the optimal configura-
tions for entropy certification in the presence of noise. This chapter covers
the set of results, which has been published in [130, 131]. All the figures
and tables in this chapter are taken from these works. Specifically, we
outline the potential benefits of Shannon entropy compared to traditional
min-entropy measures, showing that it offers a more resilient lower bound in
the presence of noise for randomness certification. Furthermore, we present
a method for quantitatively analyzing Bell expressions used to certify ran-
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domness in quantum systems. By means of this framework, we conducted a
comprehensive analysis of more than half a million Bell expressions, which
were chosen using the proposed sampling strategy. As an extension of these
results, we further incorporate the concept of self-testing for boxes [12], and
we utilize a similar analysis method for the certification of the randomness
using three-outcome quantum states.

5.1 Device-independent randomness certification

The party that is willing to verify the unpredictable nature of the generated
randomness can use the violation of any Bell inequality as a certificate of
randomness [38]. This method, introduced by [142], relies on the assump-
tion that two correlated systems are separated. It also requires an initial
random seed to perform statistical tests verifying the violation of the Bell
inequality. Therefore, it can be viewed as as a randomness expansion pro-
tocol [38], with randomness quantified using the entropy as the randomness
measure. It was also shown that this approach to randomness certification
is, in principle, DI [140]. This idea has been further investigated experi-
mentally in e.g. [188, 103, 199, 144].

The randomness certification method established in [142] is centered
on the CHSH inequality; however, as various alternatives exist, a selection
must be made by the user or vendor of a QRNG device. This necessitates
a comparative evaluation to determine which Bell inequality maximizes the
unpredictability of the generated random bits.

In this section, a universal numerical method is described for the com-
parative analysis of Bell inequalities employed as randomness certificates.
The primary objective of this analysis is to determine the maximal certi-
fiable randomness, quantified here by the maximum value of the Shannon
entropy. This is achieved through a sequence of numerical calculations,
beginning with an examination of scenarios in which both parties perform
measurements on entangled states.

To guarantee a valid DI randomness expansion, a protocol called spot-
checking should be used [40, 159]. It is used to verify the integrity of
quantum devices without testing every round, ensuring the observed corre-
lations reflect true quantum behavior. Strong security comes from randomly
selecting test rounds, which prevents adversaries from predicting checks and
makes cheating statistically detectable. For a Bell inequality G, a trusted
third party determines randomly (randomly chooses ¢; = {0,1}), with a
small probability 0 < ¢ < 1 (the longer the output we want to obtain, the
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2
smaller ¢ needs to be, e.g. in [113] ¢ = logTN has been used), whether
a trial will be one of two options: testing the value of Bell expression or
randomness generation.

5.1.1 Randomness extraction and certification

In this analysis, a bipartite scenario is considered as the source of random-
ness, following the standard framework for self-testing and DI QRNG [107].
To preserve device-independence, the analysis is constrained to the raw
inputs and outputs of the devices.

However, certain external operational conditions are established. It is
assumed that the devices are spatially separated, thereby precluding any sig-
nal transmission that could allow one party to manipulate results through
the statistical imitation of entanglement. The measurement settings are
chosen randomly (using a QRNG to determine), are mutually unbiased,
and subsequent iterations are i.i.d. Additionally, the setup is assumed to
be isolated from the external environment, with communication restricted
solely to the controlled inputs and outputs defined by the QRNG proto-
col. Nevertheless, no other assumptions are made regarding their internal
mechanisms, the execution of measurements, or the presence of potential
biases.

The parties operate on binary outcomes, with the number of measure-
ment settings restricted to a maximum of four for the first party (Al-
ice) and three for the second party (Bob). For such a two-qubit system,
the theoretical maximum for certifiable randomness is H = 2 for two
outcomes, occurring exclusively when a uniform probability distribution
(P(a,blx,y) = 0.25) is achieved across all four possible measurement out-
comes.

In this model, a quantum entangled Werner state of two particles is
shared between Alice and Bob, which may be provided by a third party or
established prior to the protocol. This state is defined as:

p=py + (1D V)w], (5.1)

where |1)) represents a state that maximizes the Bell value and p denotes
the noise level. The parties separately choose measurement settings and
perform observations on their respective particles; however, only a specific
subset of setting pairs will maximize the resulting Shannon entropy for a
given Bell inequality.
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We utilize a simplification of the generalized Bell operator (1.4), defined
using the correlation operator (1.2), which we denote as:

N M
Ga = Zzai,jc(inj)? (52)

i=1 j=1

where —1 < o;j < 1 and N and M denote the number of measurement
settings for Alice and Bob, respectively, with ¢ and j labeling their cor-
responding settings. The operator in this form can be described by its
coefficient matrix:

o)1 012

o= |21 . (5.3)
: aN,M

However, in the entropy-based analysis, it is more convenient to work di-
rectly with the underlying probability distributions. Let Alice’s measure-
ment outcome be a and Bob’s be b, each associated with projectors 2~
and Hé’y, respectively. The elements of the corresponding joint probability
distribution B(A, B|X,Y’) are then

P(a,b|z,y) = Tr [p <H2’x ® H;’y)} . (5.4)

In the binary case, outcomes satisfy a,b € {—1,1}. We define a correlator
in the form of:

Clz,y,B)=Y_> a-b-Pla,blz,y) (5.5)

a€AbeEB

By combining this definition with (5.4), we obtain the relation between
(1.2) and (5.5) is

Clz,y,B) = Tr(pC(x,y)). (5.6)
Given that, the Bell expression, defined as a function of correlator and
parametrized by « takes the form:

N M ~
Bo(P) =YY i;C(i, 4, P). (5.7)
i=1 j=1

To employ this expression as an inequality-based randomness certificate, the
user must also specify Tsirelson’s bound |B|g and the pair of measurement
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spot-settings (z, yo), which are selected to maximize the certified random-
ness. The value of the expression for a Werner state with noise level p and
quantum bound is given by |B|, is given by (1 — p)|®B|o. Consequently, a
single protocol R can be represented as a set:

R ={a,|B|o,x0,y0}- (5.8)

5.1.2 Bounding the probabilities

Expressions (5.5) and (5.7) show, that to calculate the value of the Bell
expression, we should use the probabilities of the quantum measurement
results for the given measurement settings. Thus, we need to establish the
bounds on these probabilities allowed by quantum mechanics.

This step utilizes the NPA [126, 125] to obtain the probability bounds,
as a form of relaxation. It provides an infinite hierarchy of semidefinite
constraints that any set of quantum correlations must satisfy. Each level of
the hierarchy can be formulated as an SDP problem, allowing for efficient
numerical optimization. The method analyzes probability distributions aris-
ing from projective measurements performed by two parties (5.4). In our
case, the measurements are binary, thus the results for Alice and Bob are
constrained to a,b € {—1,1}.

The most basic utilization of this technique, presented in [126], is the
bounding of the maximal quantum violation (|8|g). To obtain this value
for a Bell expression G, we need to solve an SDP maximization problem:

Blo, = max Ba(P). (5.9)

Maximizing this over each level of NPA hierarchy yields an SDP with solu-
tion B (P)o, (where Q; is the set of quantum behaviors for the i-level of
NPA hierarchy), which serves as an upper bound to the true quantum value
B, (P)g. Increasing the level systematically tightens the bound (or keeps
it unchanged), and the sequence converges to the exact quantum limit in
the infinite limit.

For any Bell inequality-based protocol R, we can establish a set of linear
expressions {L; };:

L;(P, x0,0) Zc(abxoyo (a,blxo, yo), (5.10)

(abzoyo)

where c; is a constant and (zg,y0) are the spot-settings, which are

spemﬁed for each optimization. For every linear expression, we can now
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conduct an NPA optimization. Consider the following optimization prob-
lem:
max L;(P,xo,y0)
P (5.11)
subject to Bo(P) — (1 —p)[Blo =0.

Using the NPA method, we formulate (5.11) and using the SDP solver, we
receive the expression’s upper bound (to obtain a lower bound, we need to
minimize). In our case, the optimization has been computed using a Qo
level of the NPA hierarchy.

To be precise, we conduct the NPA-based optimization for the set of

linear expressions (5.11) for the constant coefficients cgabmy) that equal:
cg_l’_l’xo’yO),cg_l’l’m’yo),cél’_l’xo’yo),cfll’l’xo’yo) —1, (5.12)

and the remaining constants cl(-abmy) = 0. We progress with the SDP opti-
mization for all possible measurement outcomes (¢ = —1, b = —1; a = 1,
b = —1, etc.) and the settings are chosen to maximize entropy with the
absence of noise (p &~ 0 relates to H = 2). These cases can be recognized
by the lower and upper bounds for each outcome, which are approximately

0.25.

5.1.3 Calculating entropy

The standard (e.g. [38, 142, 39, 116]) approach to the Bell certification is
based on independent optimization of the outcomes: for a given Bell inequal-
ity, we determine its value and then maximize the probabilities of individual
outcomes. However, when every outcome is maximized independently, we
omit the natural constraints that result from the probability properties —
all outcomes cannot be maximized at the same time, and maximization of
one outcome will affect the value of the remaining.

This fact does not interfere with the certification on the value of min-
entropy, as in that situation, we only utilize the highest probability. How-
ever, for the certification on the value of Shannon entropy, even if a single
probability is high, the result is influenced by the total probability distribu-
tion. The quantum behavior that maximizes min-entropy might likely not
be the one that maximizes the value of Shannon entropy.

Optimization (5.11) can be used to establish the bounds on probabilities
allowed by quantum mechanics. These bounds can be used as constraints
on the probability distribution. Essentially, we can use NPA to lower and
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upper bound any linear probability equation, and these results can be used
as constraints on the non-linear optimization of the Shannon entropy:

min - — > H(F)
by
subject to \V/z‘ng,li < P, <w,, (5.13)
P
PeP

where H is the non-convex optimized function. The elements of the quan-
tum behavior, B = { P;}; are the variables to be optimized and are bounded,
with [; denoting the lower bounds and u; the upper bounds. In principle,
this can be used for any non-convex problem that can be bounded using the
NPA, which is any problem that requires the characterization of the corre-
lations that arise from locally measuring a single part of a joint quantum
system. In our certification method, the optimized function is the Shannon
entropy.

We utilize the COBYQA [147, 148] solver. A key feature of it is that
it always respects bound constraints throughout the optimization process,
which makes it suitable for a problem bounded with NPA relaxation. How-
ever, as this problem is non-convex, it has many local minima, where the
optimizer may get stuck. To avoid that, we used the basin-hopping global
optimization technique [187], which performs a random perturbation of co-
ordinates with every repetition and accepts the new coordinates based on
the minimized function value. In this optimization, we have settled for 1500
iterations each, as for the lower number of iterations, the optimizer still was
sometimes not able to achieve the global minimum.

The problem of reliable Shannon entropy estimation for QRNG pro-
cesses has been initially studied in [79]. They have shown a memoryless
semi-DI QRNG scheme, as well as a generic method for semi-DI QRNG
rate computation. They have, however, made some assumptions that re-
duce the applicability of their method, e.g., they conduct a linearization
of the entropy function and, based on that linearization, they optimize
the linear constraints over the set of quantum behaviors that describe the
correlations.

Our method, although also uses Shannon entropy for randomness es-
timation, relaxes some of these assumptions — it can be used for full DI
protocols, it does not require a linearization (it relies on non-linear opti-
mization, bounded by the SDP-obtained lower and upper bounds, instead),
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and it uses a set of constraints that is based purely on the probability
distribution of the correlations.

5.1.4 Shannon entropy certification

The practical usability of Shannon entropy in the extraction of quantum
randomness is underlined by the existing experimental results and the imple-
mentation in real hardware. For example, in [66], Shannon entropy serves
as the quantitative foundation for distinguishing quantum-mechanical ef-
fects from classical noise (including e.g. electronic noise) to ensure that
their random bits is originating solely from the quantum entropy). The
authors utilized Shannon entropy because it provides a direct mathemati-
cal framework to quantify the average information content in the Gaussian
distribution of vacuum states. The authors partitioned the total entropy
into distinct quantum and classical components. The total entropy is first
evaluated, and the estimated contribution from classical effects, such as elec-
tronic noise and local oscillator imbalances, is subtracted. This allows the
exact amount of genuinely quantum mechanical entropy to be determined.
In this setup, it was found that even with a classical noise contribution of
1.75 bits, a significant 3.25 bits of unique quantum entropy remained per
sample. Consequently, while min-entropy remains the standard for worst-
case guarantees, a higher extraction rate was justified, which might have
been unnecessarily penalized by a more restrictive min-entropy measure.

If the samples are produced independently, a property called the Asymp-
totic Equipartition Property (AEP) holds [165]. For a sequence of i.i.d. ran-
dom variables X" = X1, Xo,...,X,, the Asymptotic Equipartition Prop-
erty (AEP) can be formulated using the e-smooth min-entropy (1.18), con-
verging to the Shannon entropy H, as n — oo:

lim LHS (X" = H(X) forall ¢ € (0,1). (5.14)

n—o0o N
In essence, this property implies that as the number of samples increases
(for example, when analyzing larger sets of QRNG-based values), the proper
certification of Shannon entropy becomes increasingly important, as it char-
acterizes the asymptotic rate. Indeed, for a generation of a single sample,
we need to assume that the worst possible scenario can happen, and there-
fore, min-entropy must be considered the certified lower bound. As the
number of samples grows, the likelihood that most individual sample val-
ues cluster near their respective lower bounds decreases. This implies that,
for sufficiently large sample sizes, the aggregate entropy of the set will tend



randomness certification 79

Variables

P Probability of measurement outcome.
Inputs

B Bell expression used as a certificate.
|'B|, Considered Bell expression value.

L Set of linear expressions on the probabilities of results in a form of
b
Li(P,xo,y0) = X ap c{270%) P (a, blarg, o).

0,Yo Spot-setting for measurements.

Protocol

1. Using NPA, establish an upper (u;) and lower (I;) bounds of
Li(P, xz0,y0), subject to B(P) — |B|, = 0, where |B|, = (1 — p)|B|o
for a noise level p.

2. Using a non-linear optimization, minimize _, , H(P(a,blzo, o)),
where every linear expression in a form of (5.11) is constrained by [;
and u; only and H is the objective function (in our case — Shannon
entropy).

Figure 5.1: Brief description of proposed randomness certification method
using Shannon entropy.
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to deviate from the min-entropy-based lower bound. Min-entropy certifica-
tion, therefore, becomes increasingly conservative, providing a lower bound
on the amount of randomness that can be extracted from the system. For
a large set of samples, the entropy of the whole set tends to converge to
the average value, which is the Shannon entropy.
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Figure 5.2: Shannon entropy-based min-entropy sequence lower bounds
based on (5.15), per event in the sequence, compared to the min-entropy
for a single event. Three statistical distance bounds ¢ have been analyzed:
(a) e=107%; (b) e = 107'2; (c) € = 10716, In (a), for k ~ 30k (and k ~ 45k
in (b), and k &~ 62.5k for (c)), this lower bound (divided per event) exceeds
the maximal single-event min-entropy value for CHSH.

The estimated Shannon entropy can also be used to determine the ef-
fective number of bits that can be extracted from the quantum source.
Randomness extractors use the min-entropy to quantify how much true un-
predictability a weak random source has, so they can guarantee that their
output is close to uniform only when the source has at least that much
entropy. In [80] it has been shown, however, that for several independent
samples k, the conditional min-entropy of the source X*, given the setting
Y*, is close to the Shannon entropy. For any statistical distance e there
exists a distribution P(X|Y’), which is at most €/2 from (X*, Y*) and sat-
isfies:

_ 1
Ho(X|Y) > kH(X|Y) — 6\/k log, - log, | X|. (5.15)
€

This result provides a quantitative connection between Shannon entropy
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and min-entropy. For sufficiently long sequences of independent samples,
the conditional min-entropy of the joint distribution grows approximately
linearly with the conditional Shannon entropy.

As a consequence, the total amount of extractable randomness from
the sequence is more closely related to Shannon entropy, than by the min-
entropy of any single event. We present this phenomenon in Figure 5.2.

Furthermore, it has also been shown in [80], that when the bound
(5.15) guarantees sufficient conditional min-entropy, a standard extraction
method can be applied, e.g. the Leftover Hash Lemma, where Shannon
entropy determines how many bits can be extracted, as the extractor’s out-

put length is proportional to m = kH (X|Y") — 6\/k log, < log, | X| and thus
to the value of Shannon entropy. Similar analysis has also been presented

in [165], where the upper bound on bits extractable from Shannon sources
has been obtained:

N=Hk-© (x/logQ(l/e)hk) , (5.16)

The constant under © (-) depends on the source, similarily to log, |X| in
[80]. The key assumption, however, is that the source is memoryless, an
assumption that also applies to our setting.

5.2 Certification for existing Bell inequalities

In this section, we address the issue of randomness certification for existing
Bell inequalities. Using the protocol introduced in Section 5.1, we classi-
fied four Bell expressions for Shannon entropy-based QRNG certification,
presented in Sections 5.2.1, 5.2.2, 5.2.3, and 5.2.4, according to the amount
of randomness they certify as a function of the Werner white noise level p.
Furthermore, both the maximal amount of certifiable randomness and the
behavior of the entropy function relative to the noise level p were evaluated,
with a comprehensive comparison provided in Section 5.2.5.

Additionally, the observations of the results above lead to some con-
clusions about the properties of the Shannon entropy in randomness cer-
tification. In Section 5.2.6, we derived and analyzed the general form of
Shannon entropy constrained by NPA optimization results, computed us-
ing the ncpol2sdpa [192] framework with the MOSEK [10] solver. We were
also able to achieve certain gains after applying all possible combinations
of the probabilities of results in entropy calculations, which we evaluated in
Section 5.2.8. Finally, the certification of randomness for a three-outcome
quantum state is demonstrated in Section 5.2.9.
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The values of Shannon entropy were obtained via non-linear optimiza-
tion based on the scheme detailed in Section 5.1 and on Figure 5.1. Opti-
mization was performed over three variable probabilities, denoted as P, ; =
P(a,b|xo,yo) for simplicity: P_i _1,P-11, and P; ;. The fourth proba-
bility, P11, was defined as 1 — P_y 1 — P_y 1 — P _1, with each variable
corresponding to the probability of obtaining one of the allowed outcomes.
In cases where measurement results are not binary, the number of variables
is determined by n? — 1, where n represents the number of outcomes per-
mitted by a local measurement. Bounds for each of these variables were
calculated by solving the optimization problem (5.11) for the set of linear
expressions derived from these individual probabilities.

5.21 Clauser-Horne-Shimony-Holt inequality

Introduced in [36], this is the first and therefore the most widely used
example of the Bell inequality. The regular CHSH, however, does not certify
two bits of randomness, even for the lack of noise (p = 0). However, the
entropy function shows only a gradual decrease for p > 0.1.

By adding one correlation function C(2,3), we can obtain a different
operator, which we denote as modified CHSH, or ModCHSH, introduced in
[116]:

Grodcasuy = C(1,2) +C(1,3) + C(2,1) + C(2,2) — C(2,3). (5.17)

The Tsirelson’s bound for this Bell expression is |Baoacmrsm|o = 1+ 2v/2.
We use this protocol for the pair of settings (zr = 1,y = 1).

As shown in Figure 5.3, modified CHSH in the form of (5.17) indeed
leads to the certification of two bits of randomness. However, it does not
provide higher entropy over classical CHSH for the noise p > 0.1325. Above
this level, the standard CHSH provides higher entropy. In other words, for
higher noise, CHSH can certify a higher level of randomness, compared to
(5.17).

5.2.2 Braunstein-Caves inequalities

This type of Bell inequality was introduced in [24]. Tt is a family of expres-
sions, parametrized by several binary measurement settings for two parties
n > 2:

Gpc, =C(1,1)+C(1,2) +C(2,2) + ... +

Cln—1,n—1)+C(n—1,n)+C(n,n) —C(n,1). (5.18)
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Figure 5.3: Lower bounds on Shannon entropy for randomness certification
provided by CHSH inequality, as well as (5.17), as a function of the level
of noise.

The Tsirelson’s bound equals [Bpc,|o = 2ncos(g.). We have run the
optimization for three expressions that are a part of this family: BCj,
BCs, and BC7. We have tried all twelve settings for each expression, and
we have listed those for which two bits of randomness can be certified.
For BCs these are (x = 1,y = 3), for BC5 these are (x = 4,y = 2) or
(r =1,y = 4) and for BC7 these are (x =4,y =1) or (x =1,y =5).

The results for this family of protocols are presented in Figure 5.4. They
show that the shortest Bell expression, B(C'3, provides the highest Shannon
entropy, followed by BCs and BC7. However, due to the unusual change of
the course of the function, for some noise levels (p ~ 0.04), the difference
between the BC5 and BCr is relatively small.

523 I and I,

In [116], two Bell expressions have been proposed:

G, =C(1,2) — C(1,3) = C(2,1) — C(2,2)

+C(3,1)+ C(3,3) + C(4,1), (5-19)
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Figure 5.4: Lower bounds on Shannon entropy for randomness certification
provided by the family of Braunstein-Caves inequalities, as a function of
the level of noise.

and

G, = —C(1,2) + C(1,3) + C(2,1) + C(2,2) + C(2,3)

(5.20)
+O(3,2) — O(3,3) + C(4,1) + C(4,2) + C(4,3).

The Tsirelson’s bound for these are |B,|o = 1+ 6cos(7/6) and |B,|o =
2 + 4v/2 respectively. They represent a wider group of inequalities with 4
possible measurement settings for Alice and 3 for Bob. Their min-entropy
certification has been thoroughly described in [116], but for the certification
of the Shannon entropy, their usefulness has not yet been shown. We
evaluate these inequalities for (z = 1,y = 1) measurement settings, as
these lead to the situation where two bits of randomness can be obtained.

Both plots presented in Figure 5.5 show that I; has a small, yet notice-
able, advantage over I, for a smaller amount of noise, whereas this changes
at the point where the convexity of the entropy as a function of noise param-
eter changes. Thus, for larger noise, I has a visible (and more influential)
advantage; it certifies more randomness.
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Figure 5.5: Lower bounds of Shannon entropy for randomness certification
provided by the I; and I inequalities, as a function of the level of noise.

5.2.4 Wooltorton-Brown-Colbeck inequalities

The last two families of inequalities investigated in this paper were intro-
duced in [194]. The first family, I5, is defined as:

C(0,1)+C(1,0) C(1,1)
= ’ LA ’ 5.21
G = C(0,0) + sin § cos 26’ ( )

where 0 < § < 7/6 and Tsirelson’s bound equals |By,|o = _2e0’d e

cos 26—~ 5
. sin
second one, .J,, is defined as:

Y+

Gy, = C(0,0) — C(1,1) + (4 cos? —1)(C(0,1) + C(1,0)), (5.22)

3 y+4m
5

For these families of Bell inequalities, we observe that both Is and J,
certify two bits of randomness for Shannon entropy. Additionally, the ro-
bustness of the certification for I increases when the value of ¢ approaches
d = /6, but the decrease of the value of ¢ does not change the maximal
certification for that protocol. This behavior has been visualized in Fig-
ure 5.6. However, in both I5 and J, families, we were not able to observe
a change in the convexity, which was visible in all the previous ones.

where 0 <y < /12 and the quantum bound equals B |g = 8 cos
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Figure 5.6: Lower bounds of Shannon entropy for randomness certification
provided by the I5 (with decreasing values of §) inequalities, as a function

of the level of noise.

. I60 J 0
noise level p Shan. min-ent. Shan. T min-ent.
0.000001 1.9999784 | 1.9912406 | 1.9999784 | 1.9912408
0.0001 1.9978744 | 1.9131034 | 1.9978744 | 1.9131034
0.01 1.7656553 | 1.0459131 | 1.7656553 | 1.0459131
0.02 1.3794377 | 0.5697659 | 1.3794376 | 0.5697659
0.0275 0.9593294 | 0.2994331 | 0.9593294 | 0.2994330

Table 5.1: Comparison between the Shannon entropy and min-entropy lower
bounds for certain values of noise, for /5 and J, protocols. The parameters
are chosen to maximize the amount of key certified by these protocols (6 = §

and v = 0.0).



randomness certification 87

5.25 Comparison

As noted in the preceding remarks, the amount of entropy certified varies
depending on the noise levels to which the certificates are applied. As
illustrated in Figure 5.7, no single certificate is identified as superior across
the entire noise range. Specifically, the robustness of BC3 is found to
dominate up to a noise level of p = 0.14, at which point it is surpassed by
the amount of randomness certified by the CHSH inequality.

In the absence of B(C'5 as a candidate, the highest levels of randomness
are provided by I; up to p = 0.08, where a slight advantage is then gained
by I>. Furthermore, the CHSH inequality is observed to outperform I; for
p < 0.095 and I for p < 0.11.
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Figure 5.7: Lower bounds on Shannon entropy for different Bell inequalities
used for randomness certification, as a function of noise.

5.2.6 General form for Shannon entropy

The non-linear optimization based on (5.13) yields the value of the Shan-
non entropy for the provided lower and upper bounds. However, it is also
very time-consuming and does not allow for quick certification of Shannon
entropy without the need to perform lengthy numerical calculations. Nev-
ertheless, an analytical lower bound for this value can be established.

For a,b € {—1,1} and spot-settings o, yo, the probability P(a,b|z,y) <
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up, where as up we denote an upper bound for the probabilities. As

> Plablz,y) =1, (5.23)

a,be{-1,1}

we can also point out that up > %, where n is the number of measurement
results pairs (a,b), that equals n = 4 in our analysis (for measurements
that allow for more than two possible outcomes, this value can be higher).
This follows from the normalization of quantum probabilities, which sum
to unity. If the upper bound satisfies up = %, the distribution is uniform.
Conversely, if the expected upper bound is smaller, up < %, at least one
probability must be larger, since even if the remaining probabilities are
uniformly distributed, each of them would exceed up.

One of the features of the Shannon entropy function (1.11) is that it
is Schur-concave!, which implies that it reaches its minimum value for the
probability distribution that is the most uneven that the conditions allow.
In other words, as few results as possible should appear with the likelihood
related to the global probability upper bound. The lowest upper bound in
this case will be up = %, where n is the number of different measurement
outcomes, but the more biased the results are, the higher up will be, and
thus entropy will be lower. The distribution that adheres to that allows us
to obtain the lower bound for the value of Shannon entropy. Thus, there
are going to be exactly |1/up| measurement results that will occur with the
probability up, n —[1/up| — 1 results that will not occur (P(a,blz,y) = 0),
and one result that will occur with the probability 1 — |1/up|up. This way,
we can obtain a general form for the lower bound of the Shannon entropy
function.

Proposition 5.2.1. The lower bound for the value of the Shannon entropy
function is

H(P) > - UPJ uplogy (up) — (1 - UPJ up) log, (1 - UPJ UP()&’M)

YA function f : R™ — R is Schur-concave if for all =,y € R™ such that z is majorized
by y (the components of both vectors are sorted in non-increasing order), it holds that
f(x) > f(y). Equivalently, f is symmetric and satisfies

ey (2L o  j
(s xj)(f)‘xi 3xj>§0 for all 4, j.

Intuitively, a Schur-concave function decreases as its arguments become more unequal,
meaning it prefers more balanced distributions of components.
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where up is the upper bound for a single probability in the probability dis-
tribution P.

Following [142], we employ the relation between the observed CHSH
violation value |Bcmsi| and the adversary’s optimal guessing probability:

1+ +/2— %CHSHQ 4
Pguess(a‘l') < \/ |2 | / .

It has been also shown, that there exists a tight min-entropy bound for local
min-entropy Ho(A|X), which also constitutes the lower bound for global
min-entropy, since Hoo(AB|XY) > Hy(A|X) and match: Hoo(A|X) >
1-— 10g2 (1 + \/2 — |§BCHSH|2/4>-

Any observed violation above the classical limit guarantees randomness
and thus DI security. Based on that, we can establish the lower bound for
the value of Shannon entropy of a local measurement for CHSH as:

1+ /2 — [Bousul?/4 log (1 +2- %OHSH\2/4>
2 2 2

B (1 -2 - ’%CHSHP/LL) log, (1 —V2- ‘EBCHSHP/‘I)

2 2

(5.25)

H(A|X)cHusa = —

(5.26)

In Figure 5.8, we present how the bounds (5.26) and (5.24) for comparison
change depending on the noise level.

However, as mentioned, the bound based on (5.25) only describes lo-
cal measurements of the global state. In [193], a tight, analytical guessing
probability upper bound for a scenario for three-partite (two honest commu-
nication parties and an eavesdropper) Mermin-Bell inequality is presented:

3 mM‘ I%M| 1B .

1 +V3 ( —) if (Ba| >3
Pguess(ab|$y) < 4 8 | M|
3
2

—%TM‘ if B < 3,

where 2 < |B)s| < 4 is the value of the Mermin-Bell inequality achieved
in the measurement process. The lower bound applies to every pair of
measurement settings (z,y). We plot the Shannon entropy lower bound
based on (5.27) and Proposition 5.2.1, as well as the min-entropy lower
bound based on the same guessing probability upper bound on Figure 5.9.

Notably, Shannon entropy and min-entropy converge to the same value
at two distinct points, specifically where |B,/| ~ 3.75 and |By/| ~ 3.96.
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In the interval between |8 = 2 and |Bys| = 3.75, the upper bound
up > 1/2. This implies a probability distribution of P = [up,1 — up,0,0]
consisting of only two possible outcomes until |2 /| = 3.75, at which point
up = 1/2 and the Shannon and min-entropy measures coincide.

Between |®Bjs| = 3.75 and |®By| = 3.94, the distribution expands to
three possible outcomes; at |B /| = 3.94, a uniform probability distribution
of 1/3 is reached, again resulting in equal entropy values. For [B);| > 3.94,
the number of possible outcomes must increase to four. In contrast, for the
Shannon entropy values obtained via the numerical method in Section 5.1,
no such common points with min-entropy are observed. This discrepancy
is attributed to the fact that we use not just upper, but also lower bounds.

1.0 —— Shannon entropy (22)

min-entropy based on (21)

0.0~

0.00 0.05 0.10 0.15 0.20 0.25 0.30
Noise level

Figure 5.8: Shannon and min-entropy lower bounds for CHSH for different
levels of noise, based on (5.25) and (5.26).

Additionally, we can also make a direct observation considering the
probability distributions obtained in the optimization process. We have
observed for every analyzed case that a particular probability distribution
maximizes the value of Shannon entropy:

Observation 5.2.1. The probability distribution that mazimizes the value
of Shannon entropy and therefore mazximizes the randomness for a given
certificate is (up to a permutation)

Py =111l 11,u1,-1,1 =1y 1 —1l11—ui 1], (5.27)
where 1_1 _1 is the lower bound for result a = —1,b = —1, l_11 is the
lower bound for result a = —1,b =1 and uy,—1 is the upper bound for result

a=1,b=—-1.
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Figure 5.9: Shannon and min-entropy lower bounds for CHSH for different
Mermin values 2 < [B,/] < 4, based on (5.27).

This observation has not been proven for every family of Bell inequali-
ties; however, for the analyzed examples in Sections 5.2.1, 5.2.2, 5.2.3, and
5.2.4, the observation-based entropy value agrees with the value obtained
using nonlinear optimization to 6th digit.

5.2.7 Entropy as a composite function

In Sections 5.2.1, 5.2.2, and 5.2.3, a change in the convexity of the function
is noticeable. Shannon entropy is not a function defined on a sequence of
intervals; therefore, this behavior may be caused by a different course of the
functions that make up the Shannon entropy, especially the course of the
NPA-calculated lower and upper probability bounds. To investigate this
issue, we have calculated the second derivative of the Shannon entropy (the
process is shown in Appendix B):

0*H  0H d*l,., 1 5, ((dorn 2
o2 0l dp> 2\ 4,

dl_y, -1 (dl_11  duy
)

(5.28)

For these calculations, we were allowed to use the probability distribution
from the Observation 5.2.1, as it is valid for the inequalities described in
previous subsections, which include BC),.
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The other coefficients are composed likewise, but with different lower
or upper bounds used for derivation. It can be noticed that this derivation
is essentially constructed with two addition terms — one positive and one
negative. As shown in Figure 5.10, on the range of values corresponding
to the part with a lower entropy level, the value of the second derivation is
lower than 0 (this part of the function is concave), whereas, on the range
of values corresponding to the part with higher entropy level, the value of
the second derivation is higher than 0 (this part of the function is convex).
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Figure 5.10: BCj5 function calculated based on Observation 5.2.1 compared
with its first and second derivative (as described in Appendix B).

This change in convexity can be essentially explained by the fact that
different quantum strategies (in this case, as the measurement settings are
fixed — different measured quantum states) are optimal for different quan-
tum bounds and different noise levels ((1 — p)|B|g). A similar issue has
been presented in [13] for optimized guessing probability, where the authors
pointed out that mixtures of strategies can achieve higher average guessing
probability than any single-strategy curve between those points.

However, this also means that the adversary that is aware of the course
of the certified randomness can mix their strategies to exploit the non-
convexity to devise a more effective attack. It has also been shown in
[13] that if the function of entropy over the Bell inequality violation is not
necessarily concave, then for the case with different quantum strategies, the
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entropy could actually be lower. To ensure that the bound is valid for any
mixture of quantum behaviors, a convex hull of the entropy function should
be used as the final bound.

Additionally, it is noted that in (5.13), each value of I; and wu; is ob-
tained from a separate NPA optimization for a fixed noise level and Bell
inequality, and thus corresponds to different quantum behavior. While the
consideration of a single, fixed quantum behavior would be more convenient
for computing Shannon entropy, to the best of our knowledge, a method for
minimizing Shannon entropy over the entire set of such behaviors currently
does not exist.

Let us also note that by considering I; and u; from separate optimiza-
tions, the resulting constraints are necessarily relaxed and, consequently,
more pessimistic. Furthermore, the use of the NPA method itself intro-
duces an additional relaxation, as it accounts not only for all quantum-
mechanically possible attacks but also for certain super-quantum behaviors.
Consequently, the proposed method determines a conservative estimate of
the Shannon entropy. Because (5.11) represents a relaxation, the entire
framework is likewise characterized as a relaxation in which optimization is
limited to the imposition of upper and lower bound constraints without fur-
ther restrictions on the probability distribution {F;}. Under the restriction
to strictly allowed quantum behaviors, the entropy would only increase.

5.2.8 Additional constraints

Overall, the NPA calculations were focused on determining the direct lower
and upper bounds on the individual measurement result probabilities, as
defined for each Bell inequality. However, this does not exhaust the scope
of linear combinations that can be bounded via (5.11) to further constrain
the non-linear optimization in (5.13).

The bounded probabilities can thus be combined into 12 other additive
linear combinations (as for four different pairs of measurement outcomes,
there are exactly 2 = 16 additive linear combinations, and we already
used four of them). Two of these, the null combination and the sum of all
components, provide no additional information as their values are known a
priori. Consequently, ten linear combinations remain that may yield tighter
bounds on the probability sums:

> Py AC{-11} |4 e{2,3} . (5.29)
(i,7)EA
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Additional constraints for the modified CHSH expression (5.17) were
calculated and subsequently integrated into the non-linear optimization for
Shannon entropy. For the resulting linear expressions, both lower and upper
bounds were established. Regarding the computational performance, it was
found that only 100 iterations of the basin-hopping technique were required
to reliably avoid local minima, a significant reduction compared to the 1500
repetitions necessitated by previous calculations.

2.007 —— without additional constraints
1.75 - with additional constraints

1.50 4

1.25 A
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non entropy
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Noise level

Figure 5.11: Lower bounds on Shannon entropy for modified CHSH Bell
inequality with and without additional constraints.

The results show that with additional constraints, we were able to ob-
tain a moderate improvement. However, the advantage ends for the same
noise level, where CHSH starts to have an advantage over the modified
CHSH, which is also the moment when the function changes its convexity,
as described in Section 5.2.7.

5.2.9 Three-outcome scenario

To further investigate the topic of DI randomness certification, we have also
pursued a three-outcome protocol based on the d-outcome Bell expressions
family proposed in [88]. This family constitutes a generalisation of the
CHSH for d-outcome measurements. It also has an interesting property,
that the maximal quantum violation is achieved by the maximally entangled
states, measured using the projectors that correspond to mutually unbiased
bases. Their results are based on the functional due to Buhrman and Massar
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(BM functional) [27]. The available number of outcomes d and the number
of settings are constrained to odd primes, and the quantum bound can be
algebraically calculated using a sum-of-squares decomposition of the Bell
expression. More specifically, we use a Bell operator in the form of [88]:

d
1 i .
Ga= = > A > WMV @ I, (5.30)
n=1 jk

where )\, are complex numbers of unit modulus, w are the d-th root of unity
and M% and MUY are the observables. The quantum bound we used for
the optimization of this inequality is |B|g = 1.718233, and the settings are
r=d+1=4and y=2.

The certification method described in Sections 5.1.2 and 5.1.3 was uti-
lized for this analysis. However, given that nine possible pairs of outcomes
exist for the three-outcome quantum state, additional linear-expression con-
straints were incorporated to account for all available outcomes. Optimiza-
tion was performed over eight independent variables, each representing the
probability of a specific outcome pair, while the ninth probability was de-
fined as the difference between one and the sum of the other variables. The
results of this numerical optimization are presented in Figure 5.12.
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Figure 5.12: Shannon certification of randomness using the Bell inequality
proposed in [88], for d = 3 Werner state, quantum bound |B|g = 1.718233,
settings (r =4,y = 2) and (x = 3,y = 2) for comparison.



96 randomness certification

Characteristics similar to the previously investigated two-dimensional
Bell certificates were observed in the results, particularly regarding a change
in the concavity of the entropy function. This transition is identified at
approximately p = 0.0055, where an entropy value of HP=00055 — 1 ig
achieved. At the minimum noise level of p = le—6, corresponding to a
Bell value of |B|,=1c—¢ = 1.718231, nearly three bits of randomness are
attainable (HP=1¢=6 = 2.93).

However, a significant caveat is noted regarding noise tolerance, which
is found to be substantially lower than that of two-dimensional quantum
systems. Entropy is observed to converge to zero at a noise level of approx-
imately p = 0.014 (Bell violation value |B|,—0.014 = 1.694178), which is a
markedly worse robustness in comparison to two-dimensional counterparts.

5.3 Extensive search for certification protocols

In this section, we present an extensive numerical investigation and compar-
ative analysis of Bell certificates for configurations with four measurement
settings on one side and three on the other, conducted using the proposed
quantitative procedure. Section 5.3.1 shows the global results and the dis-
tribution of the Bell certificates, based on the certifiable Shannon entropy.
In Section 5.3.2, we focus on identifying Bell certificates with particularly
favorable properties for DI randomness certification by examining repre-
sentative protocols, comparing their entropy behavior under varying noise
levels, and assessing the accuracy of entropy estimates obtained from the
analytical distribution (5.27) relative to nonlinear optimization results. Fi-
nally, Section 5.3.3 investigates the self-testing properties of the identified
Bell certificates within the framework of self-testing for boxes introduced
in [12].

5.3.1 General analysis

Building on the definition of the coefficient matrix in (5.3) and the general
form of the Bell operator in (5.2), we first quantify the size of the search
space considered in our analysis, corresponding to all possible Bell expres-
sions constructed from discrete unit coefficients. In other words, for this
analysis, the coefficient matrix elements are constrained to these values:
a;; € {—1,0,1}. Otherwise, the number of possible Bell expressions would
be infinite.

For N = 4 measurement settings on Alice’s side and M = 3 on Bob’s,
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the total number of distinct expressions with coefficients a;; € {—1,0,1} is
3VM _ 1 = 531,440, excluding the trivial zero matrix. With N - M = 12
measurement spot-setting combinations (zg, o), this yields 12x (3VM —1) =
6,377,280 distinct certification protocols R?. For each protocol, (5.9) was
used to compute Tsirelson’s bound and, using the optimization problem
defined in (5.11), performed the probability bounding. These bounds were
then used to estimate the corresponding measure of randomness, quantified
using Shannon entropy.

The noise levels p must be carefully selected, since each requires an
independent SDP optimization. Selected noise levels should allow for a
consistent comparison of the entropy function across protocols and reveal
which protocol is most robust to noise. Following the findings in [116] and
in Section 5.2, the noise rules out reliable entanglement-based randomness
generation for p > 0.2 (because the lower bounds on Shannon and min-
entropy drop sharply across all tested Bell inequalities, meaning the device’s
outputs can no longer be certified as reliably random). Therefore, for this
analysis, we put forward three levels of noise: p = le—6, p = 0.1, and
p=0.2.

Typically, the estimation of entropy for the bounded quantum behav-
iors is based on the NPA optimization of guessing probability [116], but
for Shannon entropy, the accurate estimation requires nonlinear optimiza-
tion over the feasible set of probability distributions consistent with the
observed statistics, as presented in Section 5.2. Furthermore, it demands a
high number of iterations to avoid local entropy minima. This limitation
motivates the search for analytic or semi-analytic methods that can provide
accurate entropy bounds without resorting to full nonlinear optimization.
In this thesis, two complementary approaches towards this goal are pre-
sented. First, in Section 5.2.6, a rigorous analytical lower bound on the
Shannon entropy is provided, albeit only on the assumption that limited
information about the distribution is available (5.24).

However, the empirical ansatz from Observation 5.2.1 in the form of a
probability distribution (5.27) provides a semi-analytic formula that fully
utilizes the lower and upper bounds established using the optimization prob-

2In principle, if a certificate used with the spot-setting pair (o, yo) includes a non-zero
correlator C'(xo,yo), this correlator should be omitted from the Bell expression. During
the randomness certification, the goal is to maximize the uncertainty of the results and
thus maximize randomness. However, a correlator that is measured using observables
that correspond to its (zo, yo) settings will always maximize the correlation between two
parties. Therefore, such a correlator should be removed from the Bell expression when
deployed.
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lem defined in (5.11), which makes it suitable for this analysis.

The distribution of Bell certificates, grouped by the value of their asso-
ciated randomness measure (Shannon entropy), for low noise (p = le—6),
is shown in Figure 5.13. Approximately 1.4 million certificates exhibit zero
entropy, indicating that they cannot certify any randomness and therefore
correspond to Bell values that do not exceed the local bound. Hence, they
do not exhibit the Bell’s violation. Among the remaining certificates, none
certifies less than one bit of randomness. Additionally, at p = 0.2, the
maximum observed entropy is HI%EQQ(PH) = 1.0724, while for p = 0.1, it
reaches Hﬁjg‘l(PH) = 1.4773. We have also compared these results with
the distribution for min-entropy of the Bell certificates. In this case, more
than 2 million certificates exhibit zero entropy.

1e6
2.00 mEE Shannon entropy
min-entropy

0.0-0.1 0.1-0.2 0.2-0.3 0.3-0.4 0.4-0.5 0.5-0.6 0.6-0.7 0.7-0.8 0.8-0.9 0.9-1.0 1.0-1.1 1.1-12 1.2-1.3 1.3-1.4 1.4-1.5 1.5-1.6 1.6-17 1.7-1.8 1.8-1.9 1.9-2.0
Entropy

Figure 5.13: A distribution of the Bell certificates, as defined by (5.8). The
certificates are classified based on the value of the measure of randomness
(Shannon entropy) that the certificate yields. The histograms are presented
for the white noise value p = le—6, for both Shannon and min-entropy.

5.3.2 Selected protocols

The primary objective of this investigation is to introduce new Bell cer-
tificates for use in quantum DI randomness certification. We explored
several protocols exhibiting distinct characteristics in the computed data
points. Specifically, we analyzed: protocols that maximize HP=92(Ppy)
among those satisfying HP='¢=6(Py) ~ 2.0 (5.1.2); protocols that maxi-
mize HP=%!(Py) under the same condition, HP=!*=6(Py) ~ 2.0 (5.1.5);
protocols exhibiting the smoothest behavior — i.e., minimal variation in
the entropy function across different noise levels — at various values of
HP=1e=6(pPy) (5.1.3), (5.1.4); and finally the protocol in (5.1.1), where
the constraint from (5.1.2) was relaxed to HP='¢=6(Py) > 1.7 instead of
HP=1e=6(Py) 2 2.0. All of the chosen protocols are presented in Table 5.2.

For the selected protocols, Shannon entropy was computed using the
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No « B

5.1.1 (0,1,0, 1,-1,0;-1,-1,0;—1,1,0) | 5.472136
5.1.2 | (—1,— 1;1,—1,0;0,0,0;—1,1,1) 6.146067
513 | (—-1,— 1,1, 1,-1,0;1,0,1;1,0,—1) | 6.569963
5.1.4 | (1,—1,0;1,0,—1;0,0,0;0,—1, 1) 5.196152
515 | (0,1, —1;1,1,1;—1,0,—1;1,1,—1) | 7.534802

Table 5.2: Protocols chosen for the further analysis, in the form of (5.8).
All spot-settings equal (z9,yo) = (0,0).

distribution defined in (5.27) over the range p € (le—6,0.3), with the re-
sults illustrated in Figure 5.15. To further investigate these characteristics,
the Shannon entropy was also calculated (Figure 5.16) via the non-linear
optimization protocol.

The analysis indicates that entropy values derived from the distribution
in (5.27) are consistently higher than those obtained for optimized quantum
behavior across all analyzed certificates. It is further demonstrated that
(5.27) may lead to entropy estimations that paradoxically increase with
higher levels of white noise, as observed for (5.1.4). These findings suggest
that entropy calculated via the distribution in (5.27) should, at most, be
considered an upper bound.

This interpretation is supported by the discrepancies between the two
distinct methods of establishing quantum behavior, as illustrated in Fig-
ure 5.14. Notably, for a noise level of p &~ le—6, the quantum behavior
defined in (5.27) yields the same value as for optimization-based Shannon
entropy calculation. Furthermore, for every Bell expression, the difference
is observed to peak within the range p € (0.05,0.1) before decreasing and
reaching a minimum only when the entropy is equal to zero.

These results corroborate the assumption that the Shannon entropy
based on the probability distribution (5.27) can be considered an upper
bound for the Shannon entropy obtained using nonlinear optimization.

An investigation was conducted to determine if any certificate from the
full set that maximizes entropy at the highest noise levels could achieve
two bits of randomness at p = le—6. We have observed that under this
assumption, the optimal certificate does not exceed HP=1*~6(Py) = 1.6, a
value equivalent to the standard CHSH inequality. A comparison between
the CHSH inequality and the expressions defined in Table 5.2 is presented
in Figure 5.16.

Additionally, we have computed the min-entropy using the method that
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T

0.00 0.05 0.10 0.15 0.20
Noise level

Figure 5.14: Difference between the Shannon entropy values obtained from
(5.27) and those derived from nonlinear optimization, illustrating the over-
estimation of entropy by (5.27) at higher noise levels.
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Figure 5.15: Certification of randomness using the Bell inequalities defined
in Table 5.2, for two measures of randomness. The measure is Shannon
entropy based on (5.27).
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Figure 5.16: Certification of randommness using the Bell inequalities de-
fined in Table 5.2, for two measures of randomness. The measure is Shan-
non entropy. The values are obtained using the standard certification ap-
proach, which relies on the nonlinear optimization, constrained by the NPA-
obtained bounds, as opposed to (5.27).

utilizes non-linear optimization; it is visualized in Figure 5.17. The maxi-
mum amount of entropy certified by the protocols from Table 5.2 does not
exceed Hbai ®(P,,;) = 1.8396, which is achieved for (5.1.2).

5.3.3 Boxes self-testing

In [12], an additional form of self-testing, named self-testing for boxes, has
been introduced. For a given protocol R = {«, |B|g, o, yo} and Bell ex-
pression B, (P), let Bozes(a, |B|g) denote the set of all boxes for the Bell
inequality with expression B, (P) and quantum bound |B|g. In this con-
text, bozes refer to sets of probability distributions {P(a,b|z,y) : a,b €
{-1,1}, = € {1,2,3,4}, y € {1,2,3}}, for which the value of the opera-
tor defined by the Bell expression, denoted by B,(P), attains at least the
Tsirelson bound [B|g. For a given Bell expression 9B,(P), a corresponding
quantity Flex(a, |®B|g) is introduced [12]:

1
— bz, y). 5.31
N 2= pesoisiapmio)) N0 O3

Flex(a, |B|g) =
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Figure 5.17: Certification of randomness using the Bell inequalities defined
in Table 5.2, for two measures of randomness. The measure is min-entropy.
The values are obtained using the standard certification approach, which
relies on the nonlinear optimization, constrained by the NPA-obtained
bounds, as opposed to (5.27).

Given that, the operator defined by Bell’s expression B, (P) is self-tested
for boxes iff the set Bozes(a, |B|g) has Flex(a,|B|g) = 1, which means
that the box attaining Tsirelson’s bound |®B|g is unique.

For every certificate, we have tested the flex value for the probability
distribution based on the NPA obtained upper bounds for the outcomes.
There are 12 probability distributions in this form, one for every pair of
settings. We have verified if the certificates listed in Table 5.2 are self-
tested for boxes. We have observed two protocols, (5.1.3) and (5.1.5), which
presented (for p = le—6) the flex that equals 1.0, whereas for the other
protocols from the list it falls within the vicinity of 1.3.

The minimum flex for p = 0.1 is 2.4, and for p = 0.2, it is 2.8. A
normalized flex of at least 2.0 implies the existence of at least two distinct
boxes for which the Bell expression yields the maximal value, |B|,. This
degeneracy, however, leads to the conclusion that infinitely many boxes can
produce this specific Bell expression value. Because the set of valid boxes
is convex, given any two optimal boxes, Boxz(c, |B|,)1 and Box(«, |B|p)2,
we can mathematically construct a third box as their convex combination:
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Bell expression | Flex for p = le—6 | Flex for p = 0.1
(5.1.1) 1.338003 3.325855
(5.1.2) 1.255119 3.058927
(5.1.3) 1.003841 2.648911
(5.1.4) 1.253785 2.829320
(5.1.5) 1.003749 2.663294

Table 5.3: Comparison between different certificates presented in Table 5.2.
Only two of the presented protocols show flex that equals exactly 1, i.e.,
when the box attaining Tsirelson’s bound is unique.

Bozx(a, |Blp)s = f1Box(a, |B|p)1 + B2 Box(a, |°Bp)2, where 0 < (1,02 < 1
and 81 + B2 = 1. Since this continuous mixture means the configuration
lacks a unique extremal point, the statistics alone cannot isolate a single
physical realization. Thus, there are no box-certifiable certificates for either
p=0.10rp=0.2.
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Chapter 6

Dependence between quantum
discord and non-locality

Quantum discord provides a rigorous information-theoretic measure of non-
classical bipartite correlations beyond the entanglement paradigm. States
with identically zero discord occupy a measure-zero subset with respect to
the Hilbert—Schmidt measure, within the state space of finite-dimensional
open systems, implying that almost all mixed quantum states natively pos-
sess non-zero discord [63]. Furthermore, these correlations typically ex-
hibit asymptotic decay [172, 198] rather than sudden death under Marko-
vian noise, avoiding the sudden death characteristic of entanglement. This
widespread presence invites further investigation into its operational utility;
since discord is nearly universal, its role as a specialized resource requires
careful qualification to maintain its discriminatory power in mapping the
specific boundaries of quantum advantage within distributed tasks.

Nevertheless, quantum discord possesses concrete operational interpre-
tations within information-theoretic and thermodynamic protocols. Specif-
ically, discord quantifies the exact markup in entanglement consumption
required during quantum state merging when local operations and classi-
cal communication are restricted [31]. This identifies discord as a phys-
ical resource whose asymmetry directly dictates performance imbalances
in dense coding scenarios. Furthermore, recent derivations of analytical
lower bounds for geometric quantum discord and extended partial trans-
pose criteria facilitate the practical detection of these correlations in higher-
dimensional systems [197].

The meaning of quantum discord also extends to thermodynamics, where
it determines the efficiency discrepancy between quantum and classical
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Maxwell’s demons during work extraction [209], and to information the-
ory, where it drives the non-classical locking of correlations, a phenomenon
where minimal classical communication unlocks vast amounts of hidden
information, even in the absence of entanglement [53]. These roles are
linked by a single geometric measurement through comprehensive state-
space boundary evaluations [120]. Physically, in solid-state architectures
like coupled double quantum dots, geometric discord demonstrates supe-
rior robustness against thermal and Coulomb noise compared to standard
entanglement [189].

The discovery of quantum discord revealed that non-locality and entan-
glement do not exhaust the diversity of quantum correlations [133]. Discord
quantifies correlations that persist even in the absence of entanglement, aris-
ing from the discrepancy between two classically equivalent forms of mutual
information [169]. Understanding the intricate dependence between differ-
ent quantum characterizations is essential for mapping the boundaries of
quantum advantage in distributed tasks.

This chapter addresses the aforementioned challenges by introducing a
numerical framework for the certification and systematic analysis of the re-
lationship between Bell nonlocality and quantum discord. Specifically, we
investigate the lower bounds of discord by determining the minimum value
required for a bipartite state to manifest a given Bell violation. Through
this mechanism, we characterize six distinct Bell inequalities, comparing
their performance through the minimal discord values observed under vary-
ing intensities of white noise. The results presented herein are previously un-
published and offer new insights into the interplay between different forms
of quantum correlations.

The chapter is structured as follows: Section 6.1 details the numerical
methodology, including the parametrization of bipartite states, the selec-
tion of Bell inequalities, and the computational protocol for discord cal-
culation; Section 6.2 then presents the findings of our analysis, including
the aforementioned certification of the minimal discord values, as well as
the discussion on a potential method for classifying states based on their
discord.

6.1 Characterization for entangled states

In this analysis, we again consider a bipartite quantum scenario in which
two parties, Alice and Bob, share a general two-qubit mixed state. We
employ a generic parametrization scheme that constructs the state through
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a purification approach, treating the mixed state as the reduced density
matrix of a pure state in a larger system. This formulation characterizes
the full fifteen-dimensional SU(4) space of two-qubit mixed states [93].

To establish the density matrix, first, the basis has to be set. We use
a basis constructed from single-qubit unitary transformations, which are
parameterized by local rotation angles, as follows:

|do) = | 9¢'), |di) =1019)),
|do) = |69, ), |d3) = | ¢16'); (6.1)

where

9/ ! 9/ !
| ¢ ) = —sin <2> 671%|0> + cos <2> el%| 1);

which are parametrized by the angles 0,4, 6, ’.

The density matrix is formed by an orthonormal set of entangled ba-
sis vectors {| |ex)}. The primary vector, |eq), is parameterized by the en-
tanglement angle x and phase ¢ (x,¢ € [0,27)). The remaining vectors
|ex) are explicitly derived by mixing the orthogonal complement | ¥ ) =
—e"%q_|do) + q4|dy) with the basis states (6.1):

| eo) = 4| do) + € q_| dy), (6.3a)
le1) = ca1| 1) + s21(cs2| d2) + s32| d3)), (6.3b)
| e2) = —cod21| W) + (coCa1c32 — 50532)| da)

+ (coC21832 + S0C32)| d3), (6.3c)
|e3) = 50521 V1) — (50C21¢32 + C0532)| d2)

— (50C21532 — CoC32)| d3). (6.3d)

The parameters c;j, s;; equal:

Cij = COs (;) e 2 ,  Sij =sin (;) e2’ ) (6.4)
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where 0;; € [0,27) and v;; € [0,27) are the rotation angles parameterizing
the unitary transformations. The entanglement coefficients for the Schmidt
decomposition are given by:

g+ =cosy, q- =siny, (6.5)

with x determining the initial entanglement of the pure state core | eq).
Finally, the mixed state p is assembled as the weighted sum of the
projectors of these entangled basis vectors:

3
p=> ukler)exl, (6.6)
k=0

where the coefficients py correspond to the eigenvalues of the density ma-
trix and satisfy the normalization condition ) pux = 1, which allows us to
parametrize only 3 out of four ui values, while the fourth one is a value
derived from (6.6). Consequently, uy € [0, 1].

The full quantum state is therefore parametrized using 15 separate op-
timization variables: Mo, (1, 12, 9, T/J, 9/, T/J/, 90, ¢07 921, "(bgl, 932, ¢32, X C

An input vector z € RVD, {xi}i]i%fl is defined such that the first fifteen
components, {xi}}io, uniquely determine the density matrix p according to
the described purification scheme.

6.1.1 Parametrization of the measurement

To investigate the non-local properties of the generated states, we perform a
non-linear optimization over the joint space of state configurations and local
measurement settings, where the value of various Bell expressions is used
as a constraint. We need, therefore, to parametrize not just the quantum
state, but also the measurement settings. The remaining components of
{xz}i\ggl characterize the local measurement settings for Alice and Bob.

We consider generalized bipartite scenarios where Alice chooses from N4
settings {MO”“},]CV:AO_1 and Bob from Np settings {Mlﬁl}f\;%_l. To eliminate
redundant degrees of freedom associated with rotational invariance, we fix
Alice’s first measurement setting to the Pauli operator M%? = &,. The re-
maining observables are fully variational. Each setting O € {M%k>0 prbly
is an observable parameterized by polar and azimuthal angles (0, ¢); 0, ¢ €
[0,27) on the Bloch sphere:

(6.7)

0(0,) = < cos e‘i‘f’sinQ).

e?sinf  —cosf
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6.1.2 Discord calculation

To evaluate (1.27), we must maximize the classical correlations over all
possible local measurements on subsystem B. Since the local entropy S (,OA)
is invariant under operations on B, this optimization is equivalent to finding
the measurement basis that minimizes the conditional entropy S (A\{HZ1 1.

For our bi-partite case, we optimize over the set of measurements {sz1 Y1
they are parameterized by the angles 6; € [0,7] and ¢4 € [0,27) on the
Bloch sphere. The orthogonal basis states defining these measurements are

given by:
04 i 04
_ [ cosF _ sin 7 6.8
[u) (e”’d sin 92‘1> o v (—ew‘i cos 92‘1) ' (6:8)

The corresponding projectors acting on subsystem B are Hé’(gd’%) = |u){u|

and Hi’(od’%) = |v)(v|. The conditional entropy is calculated using (1.26).

Finally, we implement a numerical optimization strategy to find the
minimum conditional entropy. We include these two parameters, 8; and ¢y,
in the global non-linear optimization problem described in Section 6.1.1.
This increases the total dimension of the search space, which in the end
equals Np =15+ 2(Ny — 1) + 2Np + 2.

6.2 Results

To characterize the boundary between non-classical correlations and Bell
non-locality, we perform a numerical minimization of the quantum discord
for two-qubit systems under a strict constraint of a Bell value |B|; = p|B|o,
where p € (0, 1] parametrizes the constraint by the fraction of the maxi-
mal quantum Bell value, Tsirelson’s bound. For example, for CHSH and

for p = -, the value comes down to the local bound \’BCHSHW:V‘@ =

\/57
%\%CHSH\Q = % -2v/2 =2 = |Bcrsu|c. One of the constraints is thus
that the Bell value for the optimized state and measurements |B|,,; needs
to stay very close to the Bell value for a given p:

Blp — € < [Blopt < [Blp+e (6.9)

where € is a small tolerance for a deviation. For our considerations, devi-
ation tolerance equals € = 1073. The fraction p of the maximal quantum
Bell value is related to the Werner state noise p: p|B|g = (1 — p)|B|o.

To ensure that the minimization algorithm respects the restrictions men-
tioned, especially the normalization condition ) pr = 1, we employ the
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COBYQA [148] algorithm. In this analysis, the defining property of this
routine is its strict confinement to user-prescribed bounds, rendering it par-
ticularly suitable for optimization problems involving functions that are
undefined outside the specified domain.

For complex regimes where local minima may emerge, we utilize a basin-
hopping [187] global optimization routine. This, however, could lead to a
problem with maintaining strict bounds. The basin-hopping method per-
forms a perturbation of the optimized vector, without paying attention to
the bounds defined in the minimization. If these bounds and constraints are
exceeded, the minimization will be started in the range of states that are not
valid quantum states (especially if the normalization condition »_ up =1 is
violated), leading to the possibility of negative discord, which is not allowed
by quantum physics. To counter that, we have introduced two separate so-
lutions: first, a reimplementation of the step function has been provided,
which does not allow exceeding the defined bounds and the normalization
condition. Additionally, we have introduced a step rejection function that,
after the minimization for a single basin-hopping step, verifies the correct-
ness of the quantum state, rejecting the result in case of exceeding the
bounds.

6.2.1 Discord for canonical Bell inequalities

In this section, we present the results of the non-linear discord function op-
timization for the three groups of Bell expressions: Clauser-Horne-Shimony-
Holt inequality and modified CHSH (described in Section 5.2.1), Braunstein-
Caves BC5 and BCj5 inequalities (described in Section 5.2.2) and Iy /I
family (described in Section 5.2.3).

For CHSH and (5.17), the results of the optimization are presented in
Figure 6.1. Consistent with the randomness certification in Section 5.2.1,
for the modified CHSH expression (5.17), it is visible that all quantum
correlations, including those measured by quantum discord, are not certified
under the classical limit |B|,. This phenomenon is also present for CHSH
and for other Bell expressions presented. As for the relation between CHSH
and (5.17), it can be noticed that the shape of the discord function is the
same for both; however, due to ModCHSH reaching |8 |, for higher fractions
P, the function is compressed along the X axis.

For the Braunstein-Caves family of chained Bell expressions, the results
of the optimization are presented in Figure 6.2. For the higher fractions p,
it can be noticed that for both expressions, discord stays very close; any
differences are likely attributable to numerical optimization errors of non-
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Figure 6.1: Lower bounds on quantum discord for CHSH inequality, as well
as (5.17), as a function of the fraction p of the quantum bounds |BegsH|o
or |Bred| o, respectively.

linear optimization. After p = 0.95 however, the graphs clearly deviate,
with the BCy achieving lower discord values and losing any correlation for
the noise level close to p = 0.85, which corresponds to the local bound
IBpc;, | for this expression. This phenomenon is almost identical to the
one presented by CHSH and (5.17).

For the I, family of chained Bell expressions, the results of the op-
timization are presented in Figure 6.3. It can be noticed that for these
expressions, the minimized discord plots for both I; and I5 are very close,
and they almost overlap to some extent. For certain noise fractions p Is,
even overtakes I1. At high fractions (p > 0.95), this behavior mirrors the
phenomenon observed in the Braunstein-Caves family, where the discord
values are so nearly identical that discrepancies likely arise from non-linear
optimization limits. However, for p < 0.88, the higher discord values for I
appear to be an intrinsic feature of the expression itself. The Iy expression
achieves its local bound 8|, for higher noise, around p ~ 0.78. Thus, it
shows some level of quantum correlation (in this case, entanglement) also
for noise values for which I; is entirely classical. Furthermore, these results
are consistent with the randomness certification shown in Section 5.2.3,
where Iy started to certify more randomness around p = 0.09.

In Figure 6.4, we present the comparison of discord values optimized
for all six Bell expressions analyzed. The highest minimal discord value
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Figure 6.2: Lower bounds on quantum discord for the family of Braunstein-
Caves inequalities, as a function of the fraction p of the quantum bounds
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Figure 6.3: Lower bounds on quantum discord for the I; and I inequali-
ties, a function of the fraction p of the quantum bounds |By, |o or [By,|o,
respectively.
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can be observed for CHSH for the whole spectrum of noise values, whereas
the lowest minimal discord is represented by BC'5. In general, for a larger
number of measurement settings available for the parties, our discord lower
bound decreases. Within the groups of expressions that represent the same
number of settings (e.g., Iy and I3), the differences are minimal — they
represent roughly the same level of quantum correlation. However, it can
be noticed that (5.17) shows a level of quantum correlations close to the Iy,
family, while it allows two fewer settings for Alice and the same number for
Bob.
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Figure 6.4: The summary of discord optimization results for all analyzed
Bell expressions, as a function of the fraction p of the quantum bound |B|g.

6.2.2 Structural Patterns in Discord Minimization

For the purpose of this analysis, around fifty numerical experiments were
performed for each of the Bell expressions, with different optimization pa-
rameters such as: initial vector (fully randomized, established for a state
with |%B|g or with an initial vector taken from the state optimized for a
previous fraction p), number of basin-hopping iterations, step size, and if
it uses the default stepping method or our custom made.

The functions presented in Section 6.2.1 represent the minimal value
obtained across all of the experiments, separately for every fraction p of the
quantum bound |B|g. However, by overlaying all results on a single plot,
we can observe additional features of the experiments performed, revealing
structural features of the optimization landscape.
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In Figure 6.5, we present the aforementioned combined graph for the
numerical experiments performed to minimize the discord function for the
CHSH expression. A distinct pattern emerges, with most of the obtained
quantum discord results bounded by two clear curves. One is the mini-
mization curve used in the previous analysis, and the other is its symmetric
counterpart (up to optimization error): a concave upper boundary that
appears approximately symmetric to the lower convex curve to enclose the
data. These two lines suggest the presence of two dominant classes of local
minima, which may correspond to two distinct classes of quantum states.
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Figure 6.5: Combination of the results of numerical experiments undertaken
to minimize the discord function for the CHSH expression, as a function of
the value of the expression (Bell value).

In Figure 6.6, we combine the plots for the numerical experiments per-
formed to minimize the discord function for the I; expression. Here, the
two classes of states that we have mentioned before are also visible; how-
ever, additional observations can also be made. First, the greater number
of deviations from the two classes of results suggests a more complex opti-
mization landscape with additional local minima. Furthermore, there is a
distinct subset of solutions that converges to a straight line and has slightly
higher discord values than strict minimization. This suggests the possible
presence of an additional local minimum in the vicinity of the optimal value.

In Figure 6.7, we combine the plots for the numerical experiments per-
formed to minimize the discord function for the BCs expression. Here, the
convexity of the minimum function is very close to a straight line, which
deviates from the results presented in Figure 6.5, may indicate that the
optimization frequently converged to a nearby local minimum observed in
Figure 6.6. Nevertheless, this result might also be caused by other features
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Figure 6.6: Combination of the results of numerical experiments undertaken
to minimize the discord function for the I; expression, as a function of the
value of the expression (Bell value).

resulting from the form of the expression. Without a full characterization
of the function, it is not possible to state with certainty that values below
the optimized ones are achievable.

1.04

0.8 1

0.6 1

0.4 1

Quantum discord

0.2

0.0

Bell value

Figure 6.7: Combination of the results of numerical experiments undertaken
to minimize the discord function for the BCjy expression, as a function of
the value of the expression (Bell value).
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Concluding remarks

In this dissertation, we have explored the boundaries of quantum security
and randomness through three main research directions: the vulnerabili-
ties introduced by environmental decoherence, the development of robust
certification methods for DI entropy, and the relationship between the de-
scription of the quantum correlations provided by quantum discord and
Bell non-locality.

In Section 4, we evaluated the extent of eavesdropping facilitated by de-
coherence. We demonstrated how the process of information propagation,
which is, according to the theory of QD, required during the decoherence
of the measured state, inherently increases an eavesdropper’s probability of
correctly intercepting the accepted key bits. To model more sophisticated
scenarios of this phenomenon, we introduce the concept of environmental
layers. In our model, joint interactions between successive layers introduce
stochastic noise, governed by a constant operator interaction noise factor
€. By utilizing this layered framework, we characterize the interaction dy-
namics and derive analytical expressions for both mutual information and
the final key rate, expressed as functions of the guessing probability. Fur-
thermore, we provide a generalized formula for interactions spanning an
arbitrary number of single-qubit layers.

Through independent numerical analysis, we demonstrated how the dis-
tinguishability of environmental states produced by the BB84 transmission
process changes depending on the level of noise present in the information
dissipation process. Specifically, distinguishability declines significantly
when the noise factor € exceeds 0.5. Our numerical analysis indicated that
a layered environmental model effectively captures decoherence dynamics;
however, we find that larger layers render quantum communication proto-
cols, such as BB84, more susceptible to eavesdropping. A delicate balance
exists between layer dimensionality and noise parameters: while larger lay-
ers are required to mitigate higher noise levels (for larger layers and constant
€, Pyyess is visibly lower), they simultaneously exacerbate vulnerability to
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eavesdropping. Furthermore, while the complexity of multiple layers may
hinder simplistic eavesdropping attempts, our results underscore the neces-
sity of robust shielding mechanisms to maintain both measurement feasibil-
ity and cryptographic integrity. While our model primarily addresses vul-
nerabilities arising during the measurement phase, state preparation may
also introduce security risks depending on the specific implementation. If
the preparation method requires Alice to generate a state and subsequently
measure it to verify its integrity, effectively forcing a collapse into the de-
sired eigenstate, the process becomes functionally equivalent to the Bob’s
measurement dynamics analyzed herein.

Our results underscore the critical importance of robust shielding against
information leakage facilitated by fundamental quantum processes. An ad-
versary could potentially extract non-negligible information to compromise
the communication channel by simply exploiting the natural decoherence
of the system. Although it might be currently difficult to use this vulnera-
bility in practical QKD communication, it is nonetheless a real theoretical
threat, and given technological advances, it might be possible to execute
this scheme.

It might be challenging to distinguish the states that contain the imprint
of the BB84 state; however, it cannot be deemed inconceivable. The exper-
imental feasibility of the QD scenario has been considered in, for example,
[35]. Distinguishing environmental states that carry the imprint of a BB84
transmission presents a significant technical challenge; however, such a feat
remains well within the realm of physical possibility. The experimental fea-
sibility of QD has been explored in existing literature, notably in [35], where
researchers demonstrated information transfer between a specific photonic
quantum state and a multi-qubit photonic environment.

Critically, that study successfully quantified mutual information as a
function of the noise interface between the system and its environment.
This mechanism of information propagation mirrors the interaction between
the consecutive layers proposed in our model, providing empirical evidence
that such dynamics are not only theoretically sound but also experimentally
observable.

In Chapter 5, we introduced a novel randomness certification framework
utilizing the NPA hierarchy to establish rigorous bounds on probability dis-
tributions and their linear combinations. These bounds serve as the funda-
mental constraints for a non-linear optimization, allowing us to determine
the Shannon entropy and subsequently perform the certification. Beyond
this specific application, our methodology is extensible to any non-convex
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optimization problem requiring the characterization of correlations derived
from local measurements on a composite quantum system. This highlights
the utility of our approach in broader contexts where the underlying set of
quantum correlations must be precisely bounded.

Utilizing our framework, we conducted a comparative analysis of four
distinct families of Bell inequalities as witnesses for randomness certifica-
tion: the CHSH (including a modified variant), the Braunstein-Caves in-
equalities, the I;/Is expressions, and the Wooltorton-Brown-Colbeck in-
equalities. Our results identify the certificates for maintaining the robust-
ness of a QRNG across varying noise thresholds. We highlighted significant
discrepancies in the certification process when employing Shannon entropy,
as opposed to the more conventionally utilized min-entropy, revealing criti-
cal implications for security bounds. In the process, we derived the analyti-
cal form of the Shannon entropy when constrained by the lower and upper
probability bounds obtained via the NPA hierarchy. Furthermore, we in-
troduced an analytical lower bound for the Shannon entropy, providing a
computationally efficient alternative that bypasses the need for intensive
non-linear optimization. Additionally, in Section 5.2.9, we have presented
the Shannon entropy certification for a three-outcome scenario, showing a
potential application for randomness extraction for qudits.

Furthermore, we developed and implemented a quantitative framework
for the systematic evaluation of Bell expressions within the context of
device-independent (DI) quantum randomness certification. We performed
a high-throughput analysis of over 500 thousand Bell expressions and identi-
fied five prominent candidates distinguished by their entropy performance
under varying levels of white noise. The comparison between analytical
estimates and nonlinear optimization results revealed that the analytical
entropy values act as upper bounds, underscoring the importance of non-
linear refinement for precise quantification of certifiable randomness. We
have also further investigated the self-testing properties of these selected
Bell certificates by employing the self-testing for boxes formalism [12].

Our findings establish a connection between quantum entropy sources
and classical cryptographic standards. While classical cryptography uses
Shannon entropy to define theoretical secrecy limits, quantum protocols
typically rely on min-entropy to address hardware biases. By strictly cer-
tifying Shannon entropy, we enable a rigorous, direct comparison between
quantum sources and conventional randomness-generation methods.

In Chapter 6, we conducted a comprehensive numerical analysis of quan-
tum discord by performing several dozen non-linear optimization experi-
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ments for several Bell expressions to identify the global minimum across a
spectrum of noise levels. The optimization of non-linear discord functions
across diverse Bell inequalities reveals a consistent trend wherein quantum
correlations, even those quantified by discord, vanish entirely as the system
reaches its classical limit. Across all analyzed Bell expressions, quantum
discord consistently vanishes at their respective classical limits. Further-
more, an increased number of measurement settings generally lowers the
minimal discord bound, with CHSH maintaining the highest correlations.
Furthermore, optimized quantum discord is visibly bounded by symmet-
ric convex and concave curves, indicating two probable classes of quantum
states. Nevertheless, much remains to be discovered regarding the link
between quantum discord, Bell violations, and universal discord charac-
terization. This study demonstrates that classifying quantum states by
their discord values might uncover compelling new properties within these
classes.

Open questions

The topics presented in this thesis can be further explored in a plethora of
interesting directions. For example, future research on the intersection of
QD and quantum cryptography can prioritize the development of security
verification methods, specifically exploring semi-DI protocols [135] to miti-
gate the inherent risks of information spreading in the decoherence process.

Furthermore, the analysis of the entanglement-based QKD protocols in
relation to the decoherence process and QD is the obvious next step in
exploring the threats to widespread quantum communication.

Finally, the relationship between quantum discord and Bell violations,
as well as more universal discord characterization, still holds many potential
discoveries. The results presented in Chapter 6 clearly suggest that, by
examining the further optimization process, we can discover interesting
properties of classes of quantum states.
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Appendices

A QR decomposition

The incorporation of the noise parameter between the subspaces in the form
of Q(e,a) = e -1+ (1 —¢) - Cx () leads to a non-unitary matrix, which
cannot be used as a quantum operator, therefore we need to decompose it
into an orthonormal matrix, with the factor that was causing non-unitarity
removed. One approach would be to use the singular value decomposition
M = UXV?', where ¥ represents the rectangular diagonal matrix with sin-
gular values on the diagonal, V and U form two sets of orthonormal bases.
This decomposition for this matrix leads to an eigendecomposition that
removes the noise factor €, which makes the transformation useless.

The QR decomposition @ = Q'R transforms the initial matrix into an
orthonormal @ and an upper triangular matrix R. It can be calculated using
the Gram—Schmidt process. We divide our matrix into columns @ = [q1]¢2]:

e+ (1 —¢)sin(a) | (I —¢)cos(a)
T= 1 (1-¢)cos(a) ] a2 [5 — (1 —¢)sin(a)|” (10)

The norm from the vector ||a1|| = /(¢ + (1 — &) sin(a))2 + (1 — £)2 cos(a)2.
The first column of the matrix equals

e+(1—¢)sin(a)
_ @ \/(5—1—(1—5) sin(a))2+(1—e)2 cos(a)2
B m - (1—¢) cos(a) . (11)
\/(E+(1_€) Sin(a))2+(1_5)2 COS((x)Q

U1

The second vector is calculated similarly. First, we need need a projection
2(1 —¢) cos(a)
—2(1 — ¢)sin(a)

of g2 on uy: proj, q2 = %ul = [

] . This value is used to
—(1 —¢)cos(a)

calculate the intermediate vector g5 = g2 — proj,, q2 = L +(1—e)sin(a)|
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Analogously:

—(1—¢) cos(a)
_ 9 \/(5+(1—5)sin(a))2+(1—5)2cos(a)2
- ”CIZH - e+(1—¢)sin(a) : (12)
\/(s+(1—s)sin(a))2+(1—s)2Cos(a)2

u2

This leads to the final forms of Q':
Ql(&a) = [Ul u2]

\/ e+(1—¢) sin(a) \/ —(1—¢) cos(a)

o (e+(1—¢) sin())2+(1—¢)? cos()? (e4+(1—¢) sin(a))24+(1—¢)? cos()?

- (1—¢) cos(a) e+(1—¢) sin(a)
\/(E—i—(l—a) sin(a))2+(1—¢)? cos(a)? \/(E—i—(l—a) sin(a))2+(1—¢)2 cos(a)?

B Second-degree derivation for Shannon entropy

For the analysis of the convexity of the Shannon entropy, we had to verify
the form of its second-order derivative, concerning functions for lower and
upper bounds used by the Conjecture 5.2.1. As these functions are depen-
dent on the variable p, we needed to calculate the derivative of a composite
function:

H(l-1,-1(p),l-1,1(p),u1,-1(p)) = H(p), (14)

where H is the Shannon entropy function, [_1 _; is the lower bound for the
probability of receiving a result (a = —1,b = —1), 11 is the lower bound
for the probability of receiving a result (¢ = —1,b = 1) and wu; _; is the
upper bound for the probability of receiving a result (a = 1,b = —1), as in
the Conjecture 5.2.1.

Based on the chain rule for differentials:

oH _oH dl_l’_l—i-
Wl iy Ol o, 9P (15)
OH dli, OH dur, 1.
ANaily ., dp Qui 1, 4, dp
The values of %= 1p’1, dl(;;’l d d“él’;l were obtained using central dif-

ferences method, as these have to be based on the results of the NPA
optimization. The Shannon entropy formula is based on Observation 5.2.1:

H=—l_11logy(l-1,-1) — l-11logy(l-11) — u1,—11ogy(u,-1)

16
—(1—=19 13—l —ur—1)loge(l =19 -1 =111 —u1,—1). (16)
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Thus, partial derivatives with respect to lower and upper bounds equal:

OH T—lg, 1 —1l11—u

al = 10g2 l )
=L=111_q 1 u1, 1 -1,-1
OH 1—l91—1l91—u1,—1

3l = logy < l ) ) (17)
—L1 l_1,—1,u1,—1 -11
OH 1 T—lg, 1 —1l11—ui

8 = 0g2 .
U1,—1 l—1,-1,0-11 U1,-1

The second derivative is now simply a sum of derivatives of the compo-
nents of the first derivative. In other words:

82H . 0 < oH dl171>+ 0 < oH dl171>+ 0 ( oH du171>

dp?  Op \dl_1_1 dp ap \dl_11 dp p \Quy 1 dp
(18)
A single component equals:
o, OH dz_L_l)_d?z_l,_1 OH (dz_l,_1>2 O H
op dl_1_1 dp ' dp? Ol_i_ d 12
p 17 1 p p 1, 1 p a—].7—]. <19)

+dl_1’_1 dl_l,l 82H + duL_l 82H
dp dp 0Ol_110l_1 dp Oui—10l_1_1)"
2
Once again, dl’dlp”l, dl(gl‘l and dué”l (as well as d lgplg”l
using central differences. The other subcomponents equal:

82H . i 1-— 17171 —Uui,—1
8[2_17_1 In2 1-— l%1,—1 — l17_1 —Uui,—1 ’

0*H O*H 1 < 1 )

) were obtained

Bl_mal_l,_l - 8u17_18l_17_1 - _E

1—1q,-1—l,-1—up,—1

(20)
Additionally, we denote:
1
a= :
T—lq, 1 —1l11—u,
1—-1_ —Ul,—1
Bl = 2 Ll , )
L=02y =l — w1
11 (21)
By = — 111 —u11
L—lg =12y —u
1—lq-1—1-11
Bs = : ’

—
R e S G
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The previous subcomponents are thus reduced to

OPH B 0’H B 0%S _a 99
6[317_1 N ln2’ 8l_1718l_17_1 B 8U17_1al_17_1 n 1112. ( )

The full component can therefore be reduced to

9 OH dlyy
Op Ol_1—1 dp '  dp?

2 (23)
1 3 dl_q, 1 n adlfl,fl dl_q7 . dui, 1
m2 | dp dp dp dp ’

We transform the remaining components of (18), which leads to (5.28).

1 _
0g9 al_1 1




	Acknowledgements
	Abstrakt (polski)
	Abstract (English)
	Notation
	Acronyms
	Preface
	Introduction
	The formalism of quantum theory
	Hilbert space and states
	Measurement

	Quantum information
	Bell operators and inequalities
	Classical and quantum probability distributions

	Measures of information
	Shannon entropy
	von Neumann entropy
	Min-entropy
	Rényi entropy
	Quantum discord

	Numerical methods
	Non-linear optimization
	Solvers
	Semidefinite programming
	Navascués-Pironio-Acín hierarchy


	Quantum cryptography
	Key distribution
	Quantum cryptography with classical keys
	Protocols

	Device-independence
	Randomness
	Extraction and amplification of randomness
	Certification


	Quantum Darwinism
	Model of measurement
	Environment-induced selection
	Information redundancy

	Decoherence and QKD
	Measurement and Decoherence in BB84
	Single-qubit layered environment
	Distinguishability analysis

	Randomness certification
	Device-independent randomness certification
	Randomness extraction and certification
	Bounding the probabilities
	Calculating entropy
	Shannon entropy certification

	Certification for existing Bell inequalities
	Clauser-Horne-Shimony-Holt inequality
	Braunstein-Caves inequalities
	I1 and I2
	Wooltorton-Brown-Colbeck inequalities
	Comparison
	General form for Shannon entropy
	Entropy as a composite function
	Additional constraints
	Three-outcome scenario

	Extensive search for certification protocols
	General analysis
	Selected protocols
	Boxes self-testing


	Dependence between quantum discord and non-locality
	Characterization for entangled states
	Parametrization of the measurement
	Discord calculation

	Results
	Discord for canonical Bell inequalities
	Structural Patterns in Discord Minimization


	Concluding remarks
	References
	List of Figures
	List of Tables
	Index
	Appendices
	QR decomposition
	Second-degree derivation for Shannon entropy


